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Homomorphic Encryption

First FHE Implementation
– Completed in 2011
– Lacks performance, e.g. single AND takes 30 seconds

Brakerski, Gentry and Vaikuntanathan (BGV) [3]
– Based on LWE
– Batching to compute parallel messages
– Noise coping mechanism: modulus switching

López-Alt, Tromer, Vaikuntanathan (LTV) [6]
– Based on NTRU
– Key switching and relinearization

Bos et. al. (YASHE) [2]
– Tensor product for better noise management
– No Decisional Small Polynomial Ratio (DSPR) assumption

Gentry, Sahai and Waters (GSW) [4]
– Flattenning operation which decomposes the ciphertext
– Eliminates relinearization, modulus switching, bootstrapping
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Problems

Performance

Relinearization and bootstrapping techniques takes long time to
compute
Relinearization and bootstrapping operations uses evaluation keys
– Large memory requirements

Security

Recent attacks on the security of the NTRU based schemes
Significantly reduce the security
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The Subfield Lattice Attack

Introduced by Albrecht, Bai and Ducas [1]

Exploits subfield structure (NTRU problem)

Decisional Small Polynomial Ratio (DSPR) assumption
– Poor choice of parameters reduce security levels
– Example: FHE schemes LTV and YASHE’

More cautious choice of parameters is required:
– Increasing the lattice dimension
– Eliminating subfield structure: disables batching
– Performance problems

Kirchner and Fouque [5]: A variant of the subfield attack

Recover secret keys:
– NTRU-based FHE implementations (YASHE’ and LTV-based
FHE)
– Hermite factors of 1.0058, i.e. 80-bit security.

Security parameter:
– Stehlé and Steinfeld’s NTRU variant [7], i.e. σ =

√
O(q)
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Motivation

Flattenning noise management technique to NTRU based FHE

Better noise management:
– Ciphertext multiplication: linear noise increase

Security only relies on lattice reductions
– Larger noise distribution σ =

√
2n log (8nq) · q1/2+ε

– No DSPR assumption
– Immunity to Subfield Lattice Attacks

Avoid expensive noise reduction techniques
– Relinearization

Smaller Ciphertext sizes
– YASHE

No Evaluation Keys

Achieve noise asymmetry property
– Compute fast homomorphic multiplications, e.g. level 30
multiplication takes 76 msec.
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Stehlé and Steinfeld’s NTRU

Parameters
– R = Z[x]/〈x+ 1〉
– Message space Zp
– Gaussian Distribution χ
– f ′, g ∈ χ
Secret Key
– f = pf ′ + 1

Public Key
– h = pf−1g

Enc(µ) = c = hs+ pe+ µ
– {s, e} ∈ χ
Dec(c) = µ = c · f (mod p)
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Our proposal: F-NTRU Scheme (Preliminaries)

Bit-Decomposition:
– Convert chipertext to binary polynomial vector

~c(x) = BitDecomp(c(x)) = [c`−1(x)c`−2(x) . . . c1(x)c0(x)]

BitDecomp−1(Ciphertext reconstruction ):
– Reconstruct ciphertext from vector of polynomials
– Vector elements might be non-binary polynomials

c(x) =
`−1∑
i=0

2i · ci(x)

Flatten:

Flatten(~c(x)) = BitDecomp(BitDecomp−1(~c(x)))

Yarkın Doröz (WPI) Flattening NTRU August 19, 2018 7 / 21



Our proposal: F-NTRU Scheme

KeyGen:

Choose security parameter λ
Choose q = q(λ) and n = n(λ) and n is power of 2
Create two Gaussian Distribution χerr and χkey

Secret Key:
– Sample g, f ′ ∈ χkey

f = 2f ′ + 1

Public Key:

h = 2gf−1
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Our proposal: F-NTRU Scheme

Encrypt(µ):
– Sample s, e ∈ χerr

– Enc(µ) = hs+ 2e+ µ

Create ciphertext vector

~c(x) = [Enc(2`−1µ),Enc(2`−2µ), . . . ,Enc(20µ)]

Create binary polynomial matrix

C = BitDecomp(~cT ) =


c(`−1,`−1) . . . c(`−1,1) c(`−1,0)
c(`−2,`−1) . . . c(`−2,1) c(`−2,0)

. . . . . . . . . . . .
c(0,`−1) . . . c(0,1) c(0,0)


Decrypt(C):
– Compute BitDecomp−1(C) = [~c[`− 1], . . . ,~c[1],~c[0]]
– Choose first element on the ciphertext array ~c[0]
– Compute b~c[0] · fe mod 2 = µ
Homomorphic Eval.

C ′ = Flatten(C + C̃) C ′ = Flatten(C · C̃)
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Our proposal: F-NTRU Scheme

Homomorphic AND.

– C ′ = Flatten(C · C̃) =
[
~c′3, ~c′2, ~c′1, ~c′0

]>

c(3,3) + µ c(3,2) c(3,1) c(3,0)
c(2,3) c(2,2) + µ c(2,1) c(2,0)
c(1,3) c(1,2) c(1,1) + µ c(1,0)
c(0,3) c(0,2) c(0,1) c(0,0) + µ

 ·

c̃(3,3) + µ̃ c̃(3,2) c̃(3,1) c̃(3,0)
c̃(2,3) c̃(2,2) + µ̃ c̃(2,1) c̃(2,0)
c̃(1,3) c̃(1,2) c̃(1,1) + µ̃ c̃(1,0)
c̃(0,3) c̃(0,2) c̃(0,1) c̃(0,0) + µ̃


~c′(0,3) c(0,3) · (c̃(3,3) + µ̃) +c(0,2) · c̃(2,3) +c(0,1) · c̃(1,3) +(c(0,0) + µ) · c̃(0,3) 8
~c′(0,2) c(0,3) · c̃(3,2) +c(0,2) · (c̃(2,2) + µ̃) +c(0,1) · c̃(1,2) +(c(0,0) + µ) · c̃(0,2) 4
~c′(0,1) c(0,3) · c̃(3,1) +c(0,2) · c̃(2,1) +c(0,1) · (c̃(1,1) + µ̃) +(c(0,0) + µ) · c̃(0,1) 2
~c′(0,0) c(0,3) · c̃(3,0) +c(0,2) · c̃(2,0) +c(0,1) · c̃(1,0) +(c(0,0) + µ) · (c̃(0,0) + µ̃) 1

c′0 c(0,3) · c̃3 + c(0,2) · c̃2 + c(0,1) · c̃1 + c(0,0) · c̃0 + c0 · µ̃+ c̃0 · µ︸ ︷︷ ︸
c̄0

+µ · µ̃

c′i =

`−1∑
j=0

c(i,j) · c̃j + ci · µ̃+ c̃i · µ︸ ︷︷ ︸
c̄i

+2i(µ · µ̃).
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Our proposal: F-NTRU Scheme

Homomorphic XOR

– C ′ = Flatten(C + C̃) =
[
~c′3, ~c′2, ~c′1, ~c′0

]>

c(3,3) + c̃(3,3) + µ+ µ̃ c(3,2) + c̃(3,2) c(3,1) + c̃(3,1) c(3,0) + c̃(3,0)

c(2,3) + c̃(2,3) c(2,2) + c̃(2,2) + µ+ µ̃ c(2,1) + c̃(2,1) c(2,0) + c̃(2,0)
c(1,3) + c̃(1,3) c(1,2) + c̃(1,2) c(1,1) + c̃(1,1) + µ+ µ̃ c(1,0) + c̃(1,0)
c(0,3) + c̃(0,3) c(0,2) + c̃(0,2) c(0,1) + c̃(0,1) c(0,0) + c̃(0,0) + µ+ µ̃


~c′(0,3) c(0,3) + c̃(0,3) 8
~c′(0,2) c(0,2) + c̃(0,2) 4
~c′(0,1) c(0,1) + c̃(0,1) 2
~c′(0,0) c(0,0) + c̃(0,0) + µ+ µ̃ 1

c′0 c0 + c̃0︸ ︷︷ ︸
c̄0

+µ · µ̃

Form of ciphertext elements

[(c3 + c̃3) + 8(µ+ µ̃), (c2 + c̃2) + 4(µ+ µ̃),

(c1 + c̃1) + 2(µ+ µ̃), (c0 + c̃0) + 1(µ+ µ̃)]
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Optimizations

Large matrix size: `2 = O((log q)2)

Using a higher radix system, i.e. 2ω

Ciphertext size reduction by ω2

Long matrix multiplication time:

Naive method: O(`3)
Coppersmith-Winograd algorithm: O(`2.374)
Leveraging the special structure of ciphertext
– Matrix-Vector multiplication O(`2)
– Recall BitDecomp−1(C) = [c3, c2, c1, c0]
– Matrix-Matrix to Matrix-Vector multiplication
Matrix-Matrix:

C̃ = C · C ′

Matrix-Vector:

BitDecomp−1(C̃) = C · BitDecomp−1(C ′)
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Security Analysis

Adoption of parameters form Sthelé and Steinfeld’s NTRU

Indistinguishability under chosen-plaintext attack (IND-CPA)

σkey > 2n
√

log 8nq · q1/2+ε

Statistical distance ∆ between uniformly random and Gaussian
distributed selected polynomials: ∆ ≤ 23nq−bεnc

R-LWE security distribution σerr >
√
n log n

Hermite Factor
– Work by van de Pol and Smart
– Fixed Hermite factor for all the lattice dimensions is not true

log (q) ≤ min
n≤m

m2 log (δ(m)) +m log(σ/α)

m− n

α =
√
− log(ε)/π
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Noise Analysis

Multiplication: Binary Tree
– C(i) = C(i−1) · C(i−1)

C(3)

C(2)

C(1)

C(0)C(0)

C(1)

C(0)C(0)

C(2)

C(1)

C(0)C(0)

C(1)

C(0)C(0)

Each ciphertext element on the BitDecomp−1(C(i))

c
(i)
j =

`−1∑
k=0

c(j,k) · c̃
(i−1)
k + c

(i−1)
j · µ̃+ c̃

(i−1)
j · µ+ 2j(µ · µ̃).

Worst-case analysis:

Bi ≤ `n(2ω − 1)B(i−1) + 2n2
i
B(i−1) + n2

i+1
(2Bkey + 1)
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Noise

Multiplication: Left-to-Right
– Take advantage of the noise asymmetry

C(4)

C(0)

C(3)

C(0)

C(2)

C(0)

C(1)

C(0)C(0)

Worst-case analysis:

Bi = ||fyi||∞ ≤ [2n2Berr(3Bkey + 1)(2w − 1)`]

+ [ + 2ni+2Berr(3Bkey + 1)]

+ [nBi−1] + [ni+2(2Bkey + 1)]
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Noise

Single Bit Encryption
– Improves scalability

Bi ≤ [2n2BkeyBerr(2
w − 1)`

+ 2n2Berr(2Bkey + 1)(2w − 1)`]

+ [2nBerrBkey + 2nBerr(2Bkey + 1)]

+ [Bi−1] + [(2Bkey + 1)]

Rewrite the equation

Bi ≤ Bi−1 +Bconstant

Noise complexity for level L (2L multiplication)

O(n2
L
)︸ ︷︷ ︸

Binary Tree

→ O(nL)︸ ︷︷ ︸
Left-to-Right

→ O(2Ln2)︸ ︷︷ ︸
Single Bit
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Circuit Evaluation

Single bit encryption should be preserved!

Homomorphic evaluation
– Ciphertexts still need to hold 0 or 1

Restriction to circuit computation
– NAND (universal) gates

Gates:

NOT: C = IN −A
AND: C = A ·B
NAND: C = IN −A ·B
XOR: C = (IN −A) ·B +A · (IN −B) = A+B − 2A ·B
OR: C = IN − ((IN −A) · (IN −B)) = A+B −A ·B
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Comparison and Results

Complexity
– ` = log q/ω

F-NTRU YASHE

Eval. Key Size - O(`3n log q)
Ciphertext Size O(`n log q) O(n log q)
Final Ciphertext Size O(n log q) O(n log q)
AND Eval. O(`2) O(`2)
One Sided AND Eval. O(`2) O(`)
Key-Switching - O(`3)

Parameters
– Security level λ
– Required (log n, log q) pairs for multiplicative level L

F-NTRU YASHE
L λ ≥ 80 λ ≥ 128 λ ≥ 128

5 (12,136) (12,136) (11,359)
10 (12,147) (13,152) (13,840)
20 (12,169) (13,173) (14,1705)
30 (13,195) (13,195) (14,2538)
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Comparison and Results

Key and Ciphertext sizes
Evaluation Key Ciphertext

YASHE F-NTRU F-NTRU YASHE
λ ≥ 80 λ ≥ 80 λ ≥ 128 λ ≥ 80

L ω = 2 ω = 16 ω = 16 ω = 2

5 3.86 TB 578 KB 578 KB 87 KB
10 478 TB 675 KB 1444 KB 820 KB
20 n/a 892 KB 1870 KB 3.3 MB
30 n/a 2376 KB 2376 KB 4.9 MB

Timings (in msec)
– Intel Xeon E5-2637v2 64-bit (3.5 Ghz)
– 125 GBs of RAM
– C as thread number

F-NTRU F-NTRU
λ ≥ 80 λ ≥ 128

L C=1 C=4 C=8 C=1 C=4 C=8
5 43.5 25.1 24.4 43.5 25.1 24.4
10 53.3 29.8 30.8 110.7 74.2 60.7
20 60.0 32.0 31.2 133.4 68.1 72.5
30 145.9 92.5 76.0 145.9 92.5 76.0
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Conclusion

Presented a new FHE scheme F-NTRU

Adopt a new noise management technique from GSW scheme
– Flattenning

Eliminate
– Evaluation keys
– Key Switching
– Relinearization

Analyzed security and noise performance

Resilient against the Subfield Attacks

NO DSPR assumption

Supports deep homomorphic evaluation
– Ciphertext sizes: ∼ 2 MB for 30 multiplicative levels

Competitive speeds:
– Multiplication takes 24.4 msec at depth 5 and 76 msec at depth
30
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Questions?

Thank You!
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