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Let’s run some code!

#include <stdio.h>
#include <stdint.h>

int main() {
  double x = 1.0;
  double z, y = 1.0;
  uint32_t i;

  for (i = 0; i < 100000000; i++) {
    z = y*x;
  }
}

#include <stdio.h>
#include <stdint.h>

int main() {
  double x = 1.0e-323;
  double z, y = 1.0;
  uint32_t i;

  for (i = 0; i < 100000000; i++) {
    z = y*x;
  }
}

Normal floating point Subnormal floating point

0.160 s 3.588 s



20 times slower?!

● Who knew?
○ Numerical analysts
○ CPU designers
○ Game engine authors

● Who should have known?
○ “What Every Computer Scientist Should Know about Floating Point Arithmetic,”

Goldberg ‘91
○ Academic researchers who build systems that “effectively close[] all known remotely 

exploitable [timing] channels”



Background: Floating point and subnormals

Value = (−1)sign ✕ significand ✕ 2(exponent − bias)

Normal values have nonzero exponent, implicit leading 1. before significand

Subnormal values have all-zero exponent, implicit leading 0. before significand

⇒ slow-path special handling in hardware

sign

exponent (8 bits) significand (23 bits)



Security implication of timing variability:
A side channel

A side channel is a leak of secret information through a channel other than 
intended system output

Software side channel mechanisms hypothesized by Kocher, 1996:

1. Trace of instructions executed depends on secret
2. Trace of memory locations read/written depends on secret
3. Trace of instruction operand values depends on secret

Many instances of #1 and #2 have been demonstrated



Floating point as a timing side channel 
[AKMJLS’15]

We presented the first instruction data-based timing side channel attack on a 
commodity desktop processor — almost 20 years after first hypothesized [K’96]

New attacks demonstrated:

● Cross-origin pixel stealing in Firefox 24–27
○ … and, in followup work [KS’17], in recent Firefox, Safari, Chrome

● Private information exfiltration from Fuzz differentially private database

Other classes of software also likely vulnerable.



Browser security in one slide

Browsers allow a user to interact with multiple, mutually distrusting origins

Browsers manage and display secrets shared between the user and each 
origin, which must not be exposed to other origins

Browsers allow programs supplied by an origin to run on the user’s CPU and to 
interact with the user’s system through a rich API

A single document may incorporate content from multiple origins, e.g., through 
<img> or <iframe> elements



Warmup: history sniffing

Browser decorates links differently depending 
on whether the user has visited the target page

window.getComputedStyle() applied to a 
link element returns all CSS properties applied to 
the link … including color

Attack known since 2002; academic research 
[JS’06; JO’10; WHKK’10] showed effectiveness

But was it happening in the wild?



History sniffing as an
information-flow problem [JJLS’10]

Source rewriting: rewrite JavaScript to propagate taint

Implemented in Chrome, with minimal browser changes

Surveyed (the front pages of) the Alexa Top 50,000 sites …

at $1.getComputedStyle($2, …)
  if $2.isLink() inject "secret"
at document.send($1,$2)
  block "secret" on $2



Results: found 46 sites that performed 
history sniffing

Briefed Federal Trade Commission
Browser vendors deploy fix (with FTC encouragement)
Extensive press coverage, several lawsuits
Helped create a new kind of research: The computer scientist as muckraker



Pixel-stealing attacks

Many secrets shared between the user and an origin are expressed visually in 
documents in that origin: login name, bank balances, inbox contents, etc.

Cross-origin pixel-stealing attack: attacker learns other-origin private info
(victim site must allow itself to be framed)

Same-origin pixel-stealing attack: history-sniffing (at circa 60 links / second)



Cross-origin SVG 
filters: Turn this … 



… into this!

<svg><filter id="f">
<feGaussianBlur
    stdDeviation="3"/>
</filter></svg>



SVG filter timing attack methodology

See Paul Stone’s “Pixel Perfect Timing Attacks with HTML5”



Paul Stone’s feMorphology timing channel

Firefox implementation for feMorphology had a special case:

Mozilla fix: try to write constant-time filter code
(took two years to land, and a 150-comment Bugzilla thread)

// We need to scan the entire kernel
if (x == rect.x || xExt[0] <= startX || xExt[1] <= startX ||
    xExt[2] <= startX || xExt[3] <= startX) {
  [...]
{ else { // We only need to look at the newest column
  [...]
}



Our pixel-stealing attack on
Firefox (versions 23–27)

Firefox’s “constant-time” SVG 
filters still used floating point!

Attacker chooses filter and settings 
so black pixels generate fewer 
subnormal ops than white pixels

Slowdown is just a few cycles per 
instruction; need to amplify it:



Example filter: feConvolveMatrix (in pseudocode)

def do_one_convolve(kernel, subimage):
  for x,y in subimage:
    tmp[x,y] = kernel[x,y] * subimage[x,y]
  result = 0.0
  for x,y in tmp:
    result = result + tmp[x,y]
  return result

for x,y in input:
  output[x,y] = do_one_convolve(kernel,
                  subimage_around(input, x, y,
                      kernel.width, kernel.height))

Use a kernel consisting of all subnormal values.

0. + 0.  = 0.  if black
s  +  s  =  s   if white

 s ✕ 0.  = 0.  if black
 s ✕ 1.  =  s  if white



Differential privacy in two slides (I)

Have a database table consisting of sensitive information, e.g.,

Would like to allow untrusted parties to supply arbitrary maps f for map-reduce

… without leaking presence or absence of individual rows

Subscriber Movie Times watched Rating

Hovav Shacham Mean Girls 31 ⭐⭐⭐⭐⭐

⋯ ⋯ ⋯ ⋯

Hovav Shacham Mean Girls 31 ⭐⭐⭐⭐⭐f( ) + f(⋯) + ⋯ 



Differential privacy in two slides (II)

Challenge: map may be looking for the presence of a specific row:

Solution: add noise drawn from appropriate distribution to result:

u v x yf( ) = ⎨
⎧
⎩

1.0e6 if u = “Hovav”, v = “Mean Girls”

0.0 otherwise 

∑i  f(rowi)   + noise

[Mironov ’12]



Covert timing channels
in differentially private databases

Map f always returns 0.0, but spins for a minute iff run on the sensitive row

Total query runtime discloses presence (or absence) of sensitive row

Fuzz solution (Usenix Security 2014):

- Run each instance of f in restrictive sandbox
- Clamp execution on each row to an exact cycle count



Our attack on Fuzz

While map is sandboxed, reduce code is trusted.

Our map f returns a subnormal value if it sees the sensitive row, 0.0 otherwise

foldl +. [0.0, 0.0, 0.0, ⋯, 0.0] is fast;
foldl +. [1.0e-323, 0.0, ⋯, 0.0] is slow.

Can even tell approximate position of sensitive row in table



Other potentially vulnerable software

● Any trusted software written in JavaScript
○ Node.js software on server
○ Iframes implementing postMessage RPC in browser

● Deep learning software using FPU
● Lattice crypto software using FPU?

No reason to think that floating-point instructions are the only ones to show 
variability.



Our approach to closing floating-point 
timing channels: libfixedtimefixedpoint

The floating-point unit is too dangerous to use in security-relevant code.

Instead, use integer unit to implement fixed-point math

We wrote libfixedtimefixedpoint

- Implements most common math operations (not all guaranteed precise)
- Between 1 and 61 fractional bits, selected at compile time
- No data-dependent branches, no data-dependent table lookups,

no instruction with runtime known to be variable (e.g., div)



Writing constant-time code is a battle against the processor and the compiler.

int64_t fix_to_int64(fixed op1) {
  return ({ uint8_t isinfpos = (((op1 )&((fixed) 0x3)) == ((fixed) 0 x2)); 
uint8_t isinfneg = (((op1 )&((fixed) 0x3)) == ((fixed) 0 x3)); uint8_t 
isnan = (((op1) &((fixed) 0x3)) == ((fixed) 0x1 )); uint8_t ex = isinfpos 
| isinfneg | isnan; fixed result_nosign = (({uint64_t SE_m__ = (1ull << 
((64 - ((60 + 2)))-1)); (((uint64_t) ((op1) >> ((60 + 2)))) ^ SE_m__) - 
SE_m__;}) + !!( (!!((op1) & (1 LL << (((60 + 2))-1))) & !!(( op1) & ((1LL 
<< (((60 + 2))-1)) -1))) | ((((op1) >> (((60 + 2)) -2)) & 0x6) == 0x6) )); 
((({ uint64_t SE_m__ = (1ull << ((1) -1)); (((uint64_t) (!!(isinfpos ))) ^ 
SE_m__) - SE_m__;}) & (9223372036854775807LL)) | (({ uint64_t SE_m__ = 
(1ull << ((1) -1)); (((uint64_t) (!!(isinfneg ))) ^ SE_m__) - SE_m__;}) & 
((-9223372036854775807LL -1))) | (({uint64_t SE_m__ = (1ull << ((1)-1)); 
(((uint64_t) (!!(!ex ))) ^ SE_m__) - SE_m__;}) & ( result_nosign))); });
}

LibFTFP recently proved to be constant time as LLVM bytecode [ABBDE’16];
may or may not be constant-time on actual x86 processors



Another approach to closing floating-point 
timing channels: Escort [RLT’16]

Use program analysis to find FP ops 
guaranteed not to take or emit subnormals; 
these can be run as before

Run remaining ops on SIMD unit with a dummy 
“escort” op that runs in worst-case time

Conjecture: real, dummy ops run in parallel

slow
case

always

fast
case

dummyreal op

(slow
case)

time 
observed

by program



Our analysis of Escort [KS’17]: FP ops show 
timing variation beyond subnormals

double-precision SSE scalar division on Intel i5-4460



Our analysis of Escort (cont.): escorted 
SIMD ops show timing variation

double-precision SSE SIMD division on Intel i5-4460, subnormal dummy op



Sidebar: Different processors exhibit 
different timing behavior

single-precision SSE addition on AMD Phenom II X2 550



Revisiting browser SVG filter 
implementations

Since our 2015 paper:

- Firefox SVG filters rewritten mostly to use fixed-point math
- Chrome SVG filters moved to GPU or run with FTZ/DAZ enabled
- Safari implementation not meaningfully changed

We found and disclosed new floating-point pixel-stealing attacks on all three.
Firefox: CVE-2017-5407; Safari: CVE-2017-7006; Chrome: CVE-2017-5107

Safari no longer applies SVG filters to cross-origin iframes.



Some operations still show variable timing 
even with FTZ and DAZ enabled

double-precision SSE division on Intel i5-4460, FTZ and DAZ enabled



Our attack on Chrome/Skia

On i5-4460, only 32-bit divide and square root show
timing variation when FTZ and DAZ are enabled

Unable to find a filter that uses these operations unsafely

Skia turns FTZ/DAZ off when a filter is sent to the GPU,
failed to turn FTZ/DAZ back on when it changes its mind



Chrome/Skia bugfix

In QA for patch, developers discovered FTZ/DAZ never enabled on Windows!

Lesson: processor flags offer brittle security, are difficult to manage



GPUs will not save us

single-precision division on NVIDIA GeForce GT 430



What is to be done?

Browser vendors:
- Eliminate unnecessary cross-origin interactions
- Reduce resolution of reference timers [Wray ‘91]

Compiler vendors:
- Make constant-time programming less miserable

CPU vendors:
- Document variable-time and constant-time instructions
- Implement opt-in constant-time mode



Section was removed in updated versions 
of this blog post; no mention of these 
instructions since.

“Introducing 2017’s extensions to the Arm Architecture,” November 2017



Questions?

In this talk:

● D. Jang, R. Jhala, S. Lerner, and H. Shacham. “An Empirical Study of 
Privacy-Violating Information Flows in JavaScript Web Applications.”  In proc. CCS 
2010.

● M. Andrysco, D. Kohlbrenner, K. Mowery, R. Jhala, S. Lerner, and H. Shacham. “On 
Subnormal Floating Point and Abnormal Timing.”  In proc. Oakland 2015.

● D. Kohlbrenner and H. Shacham. “Trusted Browsers for Uncertain Times.”  In proc. 
USENIX Security 2016.

● D. Kohlbrenner and H. Shacham. “On the effectiveness of mitigations against 
floating-point timing channels.” In proc. USENIX Security 2017.

https://www.cs.utexas.edu/~hovav/


