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The Setting



The Starting Point

1. An observation made by Genkin et al. [GIPST15, GIP16]:
• In secret-sharing based protocols, many semi-honest multiplication • In secret-sharing based protocols, many semi-honest multiplication 

protocols are secure up to additive attack in the presence of 
malicious adversaries.

2. For the honest-majority setting, there exists highly efficient 
semi-honest multiplication protocols with low and linear semi-honest multiplication protocols with low and linear 
communication complexity.



Our Main Results



Honest Majority MPC



Some Notation



Achieving Malicious Security



Cheating Detection  - The Main Idea



Cheating Detection  - The Main Idea
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Cheating Detection  - Optimized
Verification step 

Real circuit Real circuit 
gategate

Randomized Randomized 
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One 
verification 
gate for the 
entire circuit!



A security problem!
Verification step 

Real circuit Real circuit 
gategate

Randomized Randomized 
GateGate

Verification Verification 
gategate

This is done after
the random 
coefficients have 
been chosen!!



Cheating Detection  - Optimized and Secure

Verification step Verification step 

Real circuit Real circuit 
gategate

Randomized Randomized 
GateGate

Local 
operation



What about Small fields?

Real circuit Real circuit 
gategate

Randomized Randomized 
GateGate

Randomized Randomized 
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. . .

Verification step Verification step. . .

. . .



Small Fields – Verification 

Verification step Verification step 

(*)

Not 
negligible!



Small Fields – New Verification 

Verification step 



Computing Sum of Products Efficiently
ExampleExample: : 
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Small Fields – New Verification 

Verification step 
No need to open r!

Compute this step at the 
cost of two multiplications 

for the entire circuit!



Summary



Experimental Results

• Two instantiations:
• Replicated secret sharing (3 parties)• Replicated secret sharing (3 parties)

• Shamir’s secret sharing (n parties)

Open

Replicated 1 0 2

Shamir 6 2 n-1

# of elements sent per party



Experimental Results 

• 1,000,000 multiplication gate circuit with different depths
Can compute Can compute 11M M 

• 61-bit Mersenne field

• LAN Configuration- Single AWS region

Can compute Can compute 11M M 
gates with gates with 3 3 

parties in parties in 319319msms

Can compute Can compute 11M M 
gates with gates with 110 110 
parties in parties in 88..22ss

Execution time in milliseconds



Experimental Results 

• 1,000,000 multiplication gate circuit with different depths

• 61-bit Mersenne field

• WAN configuration - three AWS region
Can compute Can compute 11M M 

gates with gates with 50 50 
parties in parties in 128128ss

Can compute Can compute 11M M 
gates with gates with 3 3 
parties in parties in 33ss

Execution time in milliseconds
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