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Randomness is useful

Algorithm Design Cryptography

Is it Prime?

20,988,936,657,440,58

Probabilistic constructions
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20,988,936,657,440,58
6,486,151,264,256,610

,222,593,863,921
Good error-

correction codes 
exist: 

random codes



But randomness can be 
expensive

Pseudo-randomness is (as or more) usefulPseudo-randomness is (as or more) useful
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Pseud
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difference!
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Important pseudorandom objects

Pseudorandom string generator 
(PRG)

Pseudorandom function family (PRF)
One-way 
functions

(PRG)

Applications

Stream ciphers,

Block ciphers,
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Message 
authentication,

…



What about a quantum world?

Universe
Quantum Universe

Universe

Theorem: quantum-

Quantum Universe
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A theory of quantum pseudo-
randomness?

Theorem: quantum-
secure PRGs & PRFs 
exist, under reasonable 
assumptions. 



Our Contributions

1
Defining Pseudorandom Quantum 

States (PRS)
• Analogous to pseudorandom 

string generator

2 Efficient construction of PRS • Black-box construction 
from any quantum-secure 
PRF

3 Properties and applications
• Equivalent formulations
• Cryptographic no-cloning of PRS

5

3
 Private-key quantum money from any 
PRS

✧
Initial exploration of pseudorandom unitary 

operators
• Analogous to 

pseudorandom functions



Understanding the quantum objects

Contrast with PRG
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Quantum states

Defining pseudorandom quantum states

 An issue with quantum no-cloning 

• Classically: one-copy = multi-copy
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• Classically: one-copy = multi-copy

• Quantum: # of copy matters a lot!



A right def. of pseudorandom quantum states

Quantum states
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… …



Our Contributions

1
Defining Pseudorandom Quantum 

States (PRS)

2

3

Efficient construction of PRS

Properties and applications
• Equivalent formulations
• Cryptographic no-cloning of PRS
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3
 Private-key quantum money from any 
PRS

✧
Initial exploration of pseudorandom unitary 

operators



An equivalent definition

Quantum states

Def. 1. (Multi-copy) PRS Def. 1’. PRS w. reflection oracle

Quantum states

… … … …
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PRS is hard to clone, efficiently

… …

Proof Idea. A good copier gives a good distinguisher 
… …

1

… …

T/F
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2

…

T/F



BANK

Quantum money from any PRS

C
R

V
R

Valid?

Theorem: any PRS yields a private-key money scheme

Theorem A 

Theorem B 

R R

 Private-key vs. Public-key
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 Security: no-counterfeiter (VR 

available for free)
• Classically impossible



Our Contributions

1
Defining Pseudorandom Quantum 

States (PRS)

2

3

Efficient construction of PRS • Black-box construction 
from any quantum-secure 
PRF

Properties and applications

13

3

✧
Initial exploration of pseudorandom unitary 

operators



Random phase states are pseudorandom
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 Efficient generation: Quantum Fourier Transform



Our Contributions

1
Defining Pseudorandom Quantum 

States (PRS)

2

3

Efficient construction of PRS

Properties and applications
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3

✧
Initial exploration of pseudorandom unitary 

operators
• Analogous to 

pseudorandom functions



Pseudorandom Unitary Operators 

…… 
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PRU Candidate

Q-Secure PRF 


…

…… 
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True Randomness Pseudorandomness

Related work: statistical pseudorandom 

Computational Truly 
random

Pseudo 
random

Uniform 
Random 

Func.

Plug-n-play?
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Func.

Haar-R State PRS

A lot work & apps (quantum 
auth./enc.)

…

Haar-R 
Unitary

PRU…… 



1 Defining Pseudorandom Quantum States 
(PRS)

2 Efficient PRS from any PRF

Quantum
Universe

Q3. Public-key quantum money from PRS?

Pseudorandom unitary operators✧

3 Properties and applications • Private-key quantum money
• High entanglement; thermalization, 

… 
Thank you! 
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A unified theory of quantum pseudo-randomness?

Pseudorandom unitary operators✧

Q4. Proving candidate constructions? 

Thank you! 


