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ASK LESS OF A HASH FUNCTION AND 
IT IS LESS LIKELY TO DISAPPOINT! Bellare-Rogaway ‘97 

What is the “right” notion of hardness of finding collisionsWhat is the “right” notion of hardness of finding collisions
in a cryptographic hash function?

Depends on the application!

• Universal One-Way Hash Functions (UOWHF)
• Multiple Collision Resistant Hashing (MCRH)

Storing passwordsStoring passwords

Delegation of computationDelegation of computation

• Multiple Collision Resistant Hashing (MCRH)
• Collision Resistant Hashing (CRH) SignaturesSignatures

POW/ BlockchainsPOW/ Blockchains



COLLISION RESISTANT HASHING (CRH)

CRH



UNIVERSAL ONE-WAY HASH FUNCTION (UOWHF)
[Naor-Yung89]

UOWHF



MULTI COLLISION RESISTANT HASH (MCRH)
[Komargodski-Naor-Y17]

MCRH



CRH
LWE, DL, 
Factoring…

MCRHEA*,Ramsey

[KNY17],
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UOWHFAny One-way 
function
[Naor-Yung89], 
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DISTRIBUTIONAL CRH [Dubrov-Ishai06]

dCRH



DISTRIBUTIONAL CRH [Dubrov-Ishai06]

Negligible function



DISTRIBUTIONAL CRH [Dubrov-Ishai06]

dCRH



FUN FACTS ABOUT DCRH



OUR RESULTS

We give 2 constructions of dCRH from different assumptions

One is black-box – one is not

One is efficient – one is not

One is explicit – one is not



Theorem: A non-black-box construction of a dCRH from any k-MCRH Theorem: A non-black-box construction of a dCRH from any k-MCRH 
(for any constant k)

1. Proof is non-constructive: uses an adversary in a non-black-box way

2. Yields an infinitely-often dCRH
(should merely serve as evidence of a construction)

3. Partially resolves an open question of [Berman-Degwekar-
Rothblum-Vasudevan18]
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GOING BEYOND 3-MCRH



GOING BEYOND 3-MCRH
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OPEN PROBLEMS
Both are open!

CRHMCRH DCRH


