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•PRF is a keyed function that is indistinguishable from a 
random function via oracle accesses.

•There is a construction based on any OWF [GGM86].

Pseudorandom Function（PRF）

•There is a construction based on any OWF [GGM86].
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Constrained PRF（CPRF) [BW13, KPTZ13, BGI14]
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Motivation 1: CPRF on Pairing-Free Group

Collusion-resistant setting:
Multilinear-map-based [BW13]

 There are several known constructions of CPRFs.

Collusion-resistant setting:
Multilinear-map-based [BW13]
Obfuscation-based [BZ14] 

Single-key setting:
Lattice-based [BV15] 

* We omit CPRFs for specific functionalities like puncturing.
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Construction on Pairing-free group?

* We omit CPRFs for specific functionalities like puncturing.



Motivation 2: Private CPRF [BLW17]

Collusion-resistant setting:Collusion-resistant setting:
Multilinear-map-based [BLW17]
Obfuscation-based [BLW17] 

Single-key setting:
Lattice-based [BKM17,CC17,BTVW17] 
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Construction on Pairing-free group?



Our Results
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Core Technique:
Correlated-Input Secure Hash Function



Selective Single-key Security of CPRF 

Key query

Evaluation query

Challenge query

coin’
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coin’



Roadmap

Correlated-input secure hash
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First Step: No-Evaluation-Secure CPRF
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Evaluation by Constrained Key
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L-decisional Diffie-Hellman Inversion Assumption
(L-DDHI Assumption)

L-DDHI Assumption

Theorem: The scheme is selectively single-key secure 
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Theorem: The scheme is selectively single-key secure 
against adversary that makes no evaluation queries 
under the (D-1)-DDHI assumption  



Proof of Single-key No-evaluation Security  

Pseudorandom under the
(D-1)-DDHI assumption
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(D-1)-DDHI assumption



Roadmap

Correlated-input secure hash
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Why Only No-Evaluation Security?
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Toward Protecting the Attack

15Copyright©2018  NTT corp. All Rights Reserved.



Correlated-Input Secure Hash Function (CIH) [GOR11]
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Group-compatible CIH 

17Copyright©2018  NTT corp. All Rights Reserved.



From No-Evaluation to Unbounded-Evaluation Security

18Copyright©2018  NTT corp. All Rights Reserved.



Proof Sketch

19Copyright©2018  NTT corp. All Rights Reserved.



Proof Sketch

D-DDHI assumption
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Proof Sketch

D-DDHI assumption

Security of CIH
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Proof Sketch

D-DDHI assumption

Security of CIH
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Instantiations?
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Toward Actual Instantiation
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Our Actual Construction
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Function class Keys Eval Assumption

[BW13],[KPTZ13]
[BGI14]

Puncturing 1 N/A OWF

[BW13] left/right poly poly DBDH(RO)

Comparison among CPRFs

[BW13] left/right poly poly DBDH(RO)

[BW13] P/poly poly poly MDDH

[BZ14] P/poly poly poly iO

[BV15] P/poly 1 poly LWE+1D-SIS

[Bit17] sub-match 1 0 DDH

[GHKW17] sub-match 1 0 L-PDDH

[GHKW17] sub-match 1 0 Φ-hiding
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[GHKW17] sub-match 1 0 Φ-hiding

Ours 1 poly DDH+L-DDHI



Function class Keys Eval Assumption

[BLW17] Puncturing 1 N/A MLM

[BLW17] Bit-fixing poly poly MLM

Comparison among Private CPRFs

[BLW17] Bit-fixing poly poly MLM

[BLW17] P/poly poly poly iO

[BKM17] Puncturing 1 N/A LWE+1D-SIS

[CC17] 1 poly LWE

[BTVW17] P/poly 1 poly LWE

[Ours] Bit-fixing 1 poly DDH
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Summary
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