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Hash Functions are Useful

And many more……



Hash Functions are Complex

SHA256 Core



Hash Implementation Can Be 
Optimized



Common Deployment

How can we assure we are 
really using a SHA256?



This Work
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III. Construction
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Subversion Attack

I need H(·)
<latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit>

“crooked”
H

<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>



A Crafty Subversion

x

<latexit sha1_base64="f2yzimwbR/Dgjzp6tZ360fHRqNI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3btZhN2N2IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3H1FpHst7M0nQj+hQ8pAzaqzUeOqXK27VnYOsEi8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSuqh6btVrXFZqN3kcRTiBUzgHD66gBndQhyYwQHiGV3hzHpwX5935WLQWnHzmGP7A+fwB5jmM/A==</latexit><latexit sha1_base64="f2yzimwbR/Dgjzp6tZ360fHRqNI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3btZhN2N2IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3H1FpHst7M0nQj+hQ8pAzaqzUeOqXK27VnYOsEi8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSuqh6btVrXFZqN3kcRTiBUzgHD66gBndQhyYwQHiGV3hzHpwX5935WLQWnHzmGP7A+fwB5jmM/A==</latexit><latexit sha1_base64="f2yzimwbR/Dgjzp6tZ360fHRqNI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3btZhN2N2IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3H1FpHst7M0nQj+hQ8pAzaqzUeOqXK27VnYOsEi8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSuqh6btVrXFZqN3kcRTiBUzgHD66gBndQhyYwQHiGV3hzHpwX5935WLQWnHzmGP7A+fwB5jmM/A==</latexit><latexit sha1_base64="f2yzimwbR/Dgjzp6tZ360fHRqNI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3btZhN2N2IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3H1FpHst7M0nQj+hQ8pAzaqzUeOqXK27VnYOsEi8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSuqh6btVrXFZqN3kcRTiBUzgHD66gBndQhyYwQHiGV3hzHpwX5935WLQWnHzmGP7A+fwB5jmM/A==</latexit>

eH
<latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit>

H(x)
<latexit sha1_base64="tG43fEUZ23RFEZRKw8rJJPeLRSk=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquFPRY9NJjBfsB7VKyabYNTbJLkhXL0r/gxYMiXv1D3vw3Zts9aOuDgcd7M8zMC2LOtHHdb6ewsbm1vVPcLe3tHxwelY9POjpKFKFtEvFI9QKsKWeStg0znPZiRbEIOO0G07vM7z5SpVkkH8wspr7AY8lCRrDJpGb16XJYrrg1dwG0TrycVCBHa1j+GowikggqDeFY677nxsZPsTKMcDovDRJNY0ymeEz7lkosqPbTxa1zdGGVEQojZUsatFB/T6RYaD0Tge0U2Ez0qpeJ/3n9xIQ3fspknBgqyXJRmHBkIpQ9jkZMUWL4zBJMFLO3IjLBChNj4ynZELzVl9dJ56rmuTXvvl5p3OZxFOEMzqEKHlxDA5rQgjYQmMAzvMKbI5wX5935WLYWnHzmFP7A+fwBPo2Nsw==</latexit><latexit sha1_base64="tG43fEUZ23RFEZRKw8rJJPeLRSk=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquFPRY9NJjBfsB7VKyabYNTbJLkhXL0r/gxYMiXv1D3vw3Zts9aOuDgcd7M8zMC2LOtHHdb6ewsbm1vVPcLe3tHxwelY9POjpKFKFtEvFI9QKsKWeStg0znPZiRbEIOO0G07vM7z5SpVkkH8wspr7AY8lCRrDJpGb16XJYrrg1dwG0TrycVCBHa1j+GowikggqDeFY677nxsZPsTKMcDovDRJNY0ymeEz7lkosqPbTxa1zdGGVEQojZUsatFB/T6RYaD0Tge0U2Ez0qpeJ/3n9xIQ3fspknBgqyXJRmHBkIpQ9jkZMUWL4zBJMFLO3IjLBChNj4ynZELzVl9dJ56rmuTXvvl5p3OZxFOEMzqEKHlxDA5rQgjYQmMAzvMKbI5wX5935WLYWnHzmFP7A+fwBPo2Nsw==</latexit><latexit sha1_base64="tG43fEUZ23RFEZRKw8rJJPeLRSk=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquFPRY9NJjBfsB7VKyabYNTbJLkhXL0r/gxYMiXv1D3vw3Zts9aOuDgcd7M8zMC2LOtHHdb6ewsbm1vVPcLe3tHxwelY9POjpKFKFtEvFI9QKsKWeStg0znPZiRbEIOO0G07vM7z5SpVkkH8wspr7AY8lCRrDJpGb16XJYrrg1dwG0TrycVCBHa1j+GowikggqDeFY677nxsZPsTKMcDovDRJNY0ymeEz7lkosqPbTxa1zdGGVEQojZUsatFB/T6RYaD0Tge0U2Ez0qpeJ/3n9xIQ3fspknBgqyXJRmHBkIpQ9jkZMUWL4zBJMFLO3IjLBChNj4ynZELzVl9dJ56rmuTXvvl5p3OZxFOEMzqEKHlxDA5rQgjYQmMAzvMKbI5wX5935WLYWnHzmFP7A+fwBPo2Nsw==</latexit><latexit sha1_base64="tG43fEUZ23RFEZRKw8rJJPeLRSk=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquFPRY9NJjBfsB7VKyabYNTbJLkhXL0r/gxYMiXv1D3vw3Zts9aOuDgcd7M8zMC2LOtHHdb6ewsbm1vVPcLe3tHxwelY9POjpKFKFtEvFI9QKsKWeStg0znPZiRbEIOO0G07vM7z5SpVkkH8wspr7AY8lCRrDJpGb16XJYrrg1dwG0TrycVCBHa1j+GowikggqDeFY677nxsZPsTKMcDovDRJNY0ymeEz7lkosqPbTxa1zdGGVEQojZUsatFB/T6RYaD0Tge0U2Ez0qpeJ/3n9xIQ3fspknBgqyXJRmHBkIpQ9jkZMUWL4zBJMFLO3IjLBChNj4ynZELzVl9dJ56rmuTXvvl5p3OZxFOEMzqEKHlxDA5rQgjYQmMAzvMKbI5wX5935WLYWnHzmFP7A+fwBPo2Nsw==</latexit>

Correct on overwhelming portion of inputs



Rationale Behind 

Malicious but Proud: 
Keep the subversion undetectable

Via blackbox testing

Echo the classical Kleptography 

Evasive Triggers are Devastating Enough 



Chain Takeover Attack

…

H(      ,       ,    )<D
Previous block Puzzle solutionCurrent 

transactions



Chain Takeover Attack

…

   (      ,       ,    )<DeH
<latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit>

When dominating portion 
of the mining machines come 
from very few manufacturers?



The Crooked Hash 

eH
<latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit>

*||*||

00..0



Chain Takeover Attack

…

   (      ,       ,    )<D
whatever 

block
Whatever 

transactions

eH
<latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit>

*||*||



Chain Takeover Attack

…

   (      ,       ,    )<D
whatever 

block
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transactions

eH
<latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit><latexit sha1_base64="17zpH4EQVkPNrSml2bWsDEgrQgM=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5KIoMeilx4r2A9oQtlsJu3SzSbsbiwl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5QcqZ0o7zbZU2Nre2d8q7lb39g8Mju3rcUUkmKbRpwhPZC4gCzgS0NdMceqkEEgccusH4bu53H0EqlogHPU3Bj8lQsIhRoo00sKvehIWgGQ8h91SEm7OBXXPqzgJ4nbgFqaECrYH95YUJzWIQmnKiVN91Uu3nRGpGOcwqXqYgJXRMhtA3VJAYlJ8vTp/hc6OEOEqkKaHxQv09kZNYqWkcmM6Y6JFa9ebif14/09GNnzORZhoEXS6KMo51guc54JBJoJpPDSFUMnMrpiMiCdUmrYoJwV19eZ10LuuuU3fvr2qN2yKOMjpFZ+gCuegaNVATtVAbUTRBz+gVvVlP1ov1bn0sW0tWMXOC/sD6/AFML5QB</latexit>

*||*||

1. Create valid new blocks without efforts
2. No one can detect in advance via blackbox testing



Goal: Repair Subverted Hash

H(·)
<latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit>

H
<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>

H
<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>

Preserve all 
properties of RO

Clipping the power of kleptographic hash subversion



Correcting Subverted ROs I: 
Modeling

Observation1: Deterministic correction won’t work

Set eH(f(z)) = 0
<latexit sha1_base64="uxAFYLtTFiJyypydmQwQey1nf2o=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM1iEdlMSEXQjFN10WcE+oA1lMrlph04mYWai1FDwV9y4UMSt3+HOv3H6WGjrgQuHc+7l3nv8hDOlHefbyq2srq1v5DcLW9s7u3v2/kFTxamk0KAxj2XbJwo4E9DQTHNoJxJI5HNo+cObid+6B6lYLO70KAEvIn3BQkaJNlLPPuo+sAA04wFktXEpLD2Wy1dOzy46FWcKvEzcOSmiOeo9+6sbxDSNQGjKiVId10m0lxGpGeUwLnRTBQmhQ9KHjqGCRKC8bHr+GJ8aJcBhLE0Jjafq74mMREqNIt90RkQP1KI3Ef/zOqkOL72MiSTVIOhsUZhyrGM8yQIHTALVfGQIoZKZWzEdEEmoNokVTAju4svLpHlWcZ2Ke3terF7P48ijY3SCSshFF6iKaqiOGoiiDD2jV/RmPVkv1rv1MWvNWfOZQ/QH1ucP5NqUww==</latexit><latexit sha1_base64="uxAFYLtTFiJyypydmQwQey1nf2o=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM1iEdlMSEXQjFN10WcE+oA1lMrlph04mYWai1FDwV9y4UMSt3+HOv3H6WGjrgQuHc+7l3nv8hDOlHefbyq2srq1v5DcLW9s7u3v2/kFTxamk0KAxj2XbJwo4E9DQTHNoJxJI5HNo+cObid+6B6lYLO70KAEvIn3BQkaJNlLPPuo+sAA04wFktXEpLD2Wy1dOzy46FWcKvEzcOSmiOeo9+6sbxDSNQGjKiVId10m0lxGpGeUwLnRTBQmhQ9KHjqGCRKC8bHr+GJ8aJcBhLE0Jjafq74mMREqNIt90RkQP1KI3Ef/zOqkOL72MiSTVIOhsUZhyrGM8yQIHTALVfGQIoZKZWzEdEEmoNokVTAju4svLpHlWcZ2Ke3terF7P48ijY3SCSshFF6iKaqiOGoiiDD2jV/RmPVkv1rv1MWvNWfOZQ/QH1ucP5NqUww==</latexit><latexit sha1_base64="uxAFYLtTFiJyypydmQwQey1nf2o=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM1iEdlMSEXQjFN10WcE+oA1lMrlph04mYWai1FDwV9y4UMSt3+HOv3H6WGjrgQuHc+7l3nv8hDOlHefbyq2srq1v5DcLW9s7u3v2/kFTxamk0KAxj2XbJwo4E9DQTHNoJxJI5HNo+cObid+6B6lYLO70KAEvIn3BQkaJNlLPPuo+sAA04wFktXEpLD2Wy1dOzy46FWcKvEzcOSmiOeo9+6sbxDSNQGjKiVId10m0lxGpGeUwLnRTBQmhQ9KHjqGCRKC8bHr+GJ8aJcBhLE0Jjafq74mMREqNIt90RkQP1KI3Ef/zOqkOL72MiSTVIOhsUZhyrGM8yQIHTALVfGQIoZKZWzEdEEmoNokVTAju4svLpHlWcZ2Ke3terF7P48ijY3SCSshFF6iKaqiOGoiiDD2jV/RmPVkv1rv1MWvNWfOZQ/QH1ucP5NqUww==</latexit><latexit sha1_base64="uxAFYLtTFiJyypydmQwQey1nf2o=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM1iEdlMSEXQjFN10WcE+oA1lMrlph04mYWai1FDwV9y4UMSt3+HOv3H6WGjrgQuHc+7l3nv8hDOlHefbyq2srq1v5DcLW9s7u3v2/kFTxamk0KAxj2XbJwo4E9DQTHNoJxJI5HNo+cObid+6B6lYLO70KAEvIn3BQkaJNlLPPuo+sAA04wFktXEpLD2Wy1dOzy46FWcKvEzcOSmiOeo9+6sbxDSNQGjKiVId10m0lxGpGeUwLnRTBQmhQ9KHjqGCRKC8bHr+GJ8aJcBhLE0Jjafq74mMREqNIt90RkQP1KI3Ef/zOqkOL72MiSTVIOhsUZhyrGM8yQIHTALVfGQIoZKZWzEdEEmoNokVTAju4svLpHlWcZ2Ke3terF7P48ijY3SCSshFF6iKaqiOGoiiDD2jV/RmPVkv1rv1MWvNWfOZQ/QH1ucP5NqUww==</latexit>

cannot be ROG(·) = g � eH � f(·)
<latexit sha1_base64="6eTsPInLmzSi8mFULpc4XwmQMi8=">AAACFHicbVDLSsNAFJ3Ud31FXboZLEJFKIkIuhGKLnSpYFVoQplMburQyYOZG6WEfoQbf8WNC0XcunDn3zhts9DqgYHDOedy554gk0Kj43xZlanpmdm5+YXq4tLyyqq9tn6l01xxaPFUpuomYBqkSKCFAiXcZApYHEi4DnonQ//6DpQWaXKJ/Qz8mHUTEQnO0Egde/e07vEwxZ2jrseF4tS7FyGgkCEUZ4OxFJWRjl1zGs4I9C9xS1IjJc479qcXpjyPIUEumdZt18nQL5hCwSUMql6uIWO8x7rQNjRhMWi/GB01oNtGCWmUKvMSpCP150TBYq37cWCSMcNbPekNxf+8do7RoV+IJMsREj5eFOWSYkqHDdFQKOAo+4YwroT5K+W3TDGOpseqKcGdPPkvudpruE7DvdivNY/LOubJJtkideKSA9IkZ+SctAgnD+SJvJBX69F6tt6s93G0YpUzG+QXrI9vm0Kd6Q==</latexit><latexit sha1_base64="6eTsPInLmzSi8mFULpc4XwmQMi8=">AAACFHicbVDLSsNAFJ3Ud31FXboZLEJFKIkIuhGKLnSpYFVoQplMburQyYOZG6WEfoQbf8WNC0XcunDn3zhts9DqgYHDOedy554gk0Kj43xZlanpmdm5+YXq4tLyyqq9tn6l01xxaPFUpuomYBqkSKCFAiXcZApYHEi4DnonQ//6DpQWaXKJ/Qz8mHUTEQnO0Egde/e07vEwxZ2jrseF4tS7FyGgkCEUZ4OxFJWRjl1zGs4I9C9xS1IjJc479qcXpjyPIUEumdZt18nQL5hCwSUMql6uIWO8x7rQNjRhMWi/GB01oNtGCWmUKvMSpCP150TBYq37cWCSMcNbPekNxf+8do7RoV+IJMsREj5eFOWSYkqHDdFQKOAo+4YwroT5K+W3TDGOpseqKcGdPPkvudpruE7DvdivNY/LOubJJtkideKSA9IkZ+SctAgnD+SJvJBX69F6tt6s93G0YpUzG+QXrI9vm0Kd6Q==</latexit><latexit sha1_base64="6eTsPInLmzSi8mFULpc4XwmQMi8=">AAACFHicbVDLSsNAFJ3Ud31FXboZLEJFKIkIuhGKLnSpYFVoQplMburQyYOZG6WEfoQbf8WNC0XcunDn3zhts9DqgYHDOedy554gk0Kj43xZlanpmdm5+YXq4tLyyqq9tn6l01xxaPFUpuomYBqkSKCFAiXcZApYHEi4DnonQ//6DpQWaXKJ/Qz8mHUTEQnO0Egde/e07vEwxZ2jrseF4tS7FyGgkCEUZ4OxFJWRjl1zGs4I9C9xS1IjJc479qcXpjyPIUEumdZt18nQL5hCwSUMql6uIWO8x7rQNjRhMWi/GB01oNtGCWmUKvMSpCP150TBYq37cWCSMcNbPekNxf+8do7RoV+IJMsREj5eFOWSYkqHDdFQKOAo+4YwroT5K+W3TDGOpseqKcGdPPkvudpruE7DvdivNY/LOubJJtkideKSA9IkZ+SctAgnD+SJvJBX69F6tt6s93G0YpUzG+QXrI9vm0Kd6Q==</latexit><latexit sha1_base64="6eTsPInLmzSi8mFULpc4XwmQMi8=">AAACFHicbVDLSsNAFJ3Ud31FXboZLEJFKIkIuhGKLnSpYFVoQplMburQyYOZG6WEfoQbf8WNC0XcunDn3zhts9DqgYHDOedy554gk0Kj43xZlanpmdm5+YXq4tLyyqq9tn6l01xxaPFUpuomYBqkSKCFAiXcZApYHEi4DnonQ//6DpQWaXKJ/Qz8mHUTEQnO0Egde/e07vEwxZ2jrseF4tS7FyGgkCEUZ4OxFJWRjl1zGs4I9C9xS1IjJc479qcXpjyPIUEumdZt18nQL5hCwSUMql6uIWO8x7rQNjRhMWi/GB01oNtGCWmUKvMSpCP150TBYq37cWCSMcNbPekNxf+8do7RoV+IJMsREj5eFOWSYkqHDdFQKOAo+4YwroT5K+W3TDGOpseqKcGdPPkvudpruE7DvdivNY/LOubJJtkideKSA9IkZ+SctAgnD+SJvJBX69F6tt6s93G0YpUzG+QXrI9vm0Kd6Q==</latexit>

knows for sure G(z) = g(0)
<latexit sha1_base64="yWEHWrsuUmjgEDahwfvx0yiJaCw=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahvZRdEfQiFD3osYL9kHYp2TTbhibZJckKdemv8OJBEa/+HG/+G9N2D9r6YODx3gwz84KYM21c99vJrayurW/kNwtb2zu7e8X9g6aOEkVog0Q8Uu0Aa8qZpA3DDKftWFEsAk5bweh66rceqdIskvdmHFNf4IFkISPYWOnhpvxUuRyU3UqvWHKr7gxomXgZKUGGeq/41e1HJBFUGsKx1h3PjY2fYmUY4XRS6CaaxpiM8IB2LJVYUO2ns4Mn6MQqfRRGypY0aKb+nkix0HosAtspsBnqRW8q/ud1EhNe+CmTcWKoJPNFYcKRidD0e9RnihLDx5Zgopi9FZEhVpgYm1HBhuAtvrxMmqdVz616d2el2lUWRx6O4BjK4ME51OAW6tAAAgKe4RXeHOW8OO/Ox7w152Qzh/AHzucPvOuPCw==</latexit><latexit sha1_base64="yWEHWrsuUmjgEDahwfvx0yiJaCw=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahvZRdEfQiFD3osYL9kHYp2TTbhibZJckKdemv8OJBEa/+HG/+G9N2D9r6YODx3gwz84KYM21c99vJrayurW/kNwtb2zu7e8X9g6aOEkVog0Q8Uu0Aa8qZpA3DDKftWFEsAk5bweh66rceqdIskvdmHFNf4IFkISPYWOnhpvxUuRyU3UqvWHKr7gxomXgZKUGGeq/41e1HJBFUGsKx1h3PjY2fYmUY4XRS6CaaxpiM8IB2LJVYUO2ns4Mn6MQqfRRGypY0aKb+nkix0HosAtspsBnqRW8q/ud1EhNe+CmTcWKoJPNFYcKRidD0e9RnihLDx5Zgopi9FZEhVpgYm1HBhuAtvrxMmqdVz616d2el2lUWRx6O4BjK4ME51OAW6tAAAgKe4RXeHOW8OO/Ox7w152Qzh/AHzucPvOuPCw==</latexit><latexit sha1_base64="yWEHWrsuUmjgEDahwfvx0yiJaCw=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahvZRdEfQiFD3osYL9kHYp2TTbhibZJckKdemv8OJBEa/+HG/+G9N2D9r6YODx3gwz84KYM21c99vJrayurW/kNwtb2zu7e8X9g6aOEkVog0Q8Uu0Aa8qZpA3DDKftWFEsAk5bweh66rceqdIskvdmHFNf4IFkISPYWOnhpvxUuRyU3UqvWHKr7gxomXgZKUGGeq/41e1HJBFUGsKx1h3PjY2fYmUY4XRS6CaaxpiM8IB2LJVYUO2ns4Mn6MQqfRRGypY0aKb+nkix0HosAtspsBnqRW8q/ud1EhNe+CmTcWKoJPNFYcKRidD0e9RnihLDx5Zgopi9FZEhVpgYm1HBhuAtvrxMmqdVz616d2el2lUWRx6O4BjK4ME51OAW6tAAAgKe4RXeHOW8OO/Ox7w152Qzh/AHzucPvOuPCw==</latexit><latexit sha1_base64="yWEHWrsuUmjgEDahwfvx0yiJaCw=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahvZRdEfQiFD3osYL9kHYp2TTbhibZJckKdemv8OJBEa/+HG/+G9N2D9r6YODx3gwz84KYM21c99vJrayurW/kNwtb2zu7e8X9g6aOEkVog0Q8Uu0Aa8qZpA3DDKftWFEsAk5bweh66rceqdIskvdmHFNf4IFkISPYWOnhpvxUuRyU3UqvWHKr7gxomXgZKUGGeq/41e1HJBFUGsKx1h3PjY2fYmUY4XRS6CaaxpiM8IB2LJVYUO2ns4Mn6MQqfRRGypY0aKb+nkix0HosAtspsBnqRW8q/ud1EhNe+CmTcWKoJPNFYcKRidD0e9RnihLDx5Zgopi9FZEhVpgYm1HBhuAtvrxMmqdVz616d2el2lUWRx6O4BjK4ME51OAW6tAAAgKe4RXeHOW8OO/Ox7w152Qzh/AHzucPvOuPCw==</latexit>



Correcting Subverted ROs I: 
Modeling

Observation 2: using private randomness is trivial

G(x) = eH(x� r)
<latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit><latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit><latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit><latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit>

But unrealistic — hash function is a public object
Use small amount of 
public randomness 

drawn after subversion



Characterizing “as good as”

Indifferentiability [MRC04,CDMP05]

C G F S

D

Replacement theorem [MRC04,CDMP05]: C
G

as good as F in larger systems

ideal ideal



Correcting Subverted ROs I: 
Modeling

Crooked Indifferentiability

C H F S

D

ideal ideal



Correcting Subverted ROs I: 
Modeling

Crooked Indifferentiability

C H F S

D

ideal ideal

H-crooked Replacement theorem:

A small fixed amount
H

<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>

C as good as F in larger systems

H
<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>

H
<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>



Correcting Subverted ROs II: 
Construction

Attempt1 G(x) = eH(x� r)
<latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit><latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit><latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit><latexit sha1_base64="5foLONww4iyDjx4FQPIYKD8zcS8=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0FILmFXBL0IQQ/mGME8ILuE2dlOMmT2wcysJiw5efFXvHhQxKvf4M2/cZLsQRMLGoqqbrq7vJgzqSzr21haXlldW89t5De3tnd2zb39howSQaFOIx6JlkckcBZCXTHFoRULIIHHoekNrid+8x6EZFF4p0YxuAHphazLKFFa6phHN8Vh6dJ5YD4oxn1Iq+Pi0IlinkgsSh2zYJWtKfAisTNSQBlqHfPL8SOaBBAqyomUbduKlZsSoRjlMM47iYSY0AHpQVvTkAQg3XT6xhifaMXH3UjoChWeqr8nUhJIOQo83RkQ1Zfz3kT8z2snqnvhpiyMEwUhnS3qJhyrCE8ywT4TQBUfaUKoYPpWTPtEEKp0cnkdgj3/8iJpnJZtq2zfnhUqV1kcOXSIjlER2egcVVAV1VAdUfSIntErejOejBfj3fiYtS4Z2cwB+gPj8wdG85hb</latexit>

Break backdoor  z, query z � r
<latexit sha1_base64="dV3qtJZoA6shJ4ahaA1qpDlUL0A=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKEI9BLx4jmIckS5idzCZD5rHMzApxyVd48aCIVz/Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+mfntR6oNU/LeThIaCjyULGYEWyc9PPVUwlODdL9c8av+HGiVBDmpQI5Gv/zVGyiSCiot4diYbuAnNsywtoxwOi31UkMTTMZ4SLuOSiyoCbP5wVN05pQBipV2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxldhxmSSWirJYlGccmQVmn2PBkxTYvnEEUw0c7ciMsIaE+syKrkQguWXV0nrohr41eDuslK/zuMowgmcwjkEUIM63EIDmkBAwDO8wpunvRfv3ftYtBa8fOYY/sD7/AHeKpBv</latexit><latexit sha1_base64="dV3qtJZoA6shJ4ahaA1qpDlUL0A=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKEI9BLx4jmIckS5idzCZD5rHMzApxyVd48aCIVz/Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+mfntR6oNU/LeThIaCjyULGYEWyc9PPVUwlODdL9c8av+HGiVBDmpQI5Gv/zVGyiSCiot4diYbuAnNsywtoxwOi31UkMTTMZ4SLuOSiyoCbP5wVN05pQBipV2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxldhxmSSWirJYlGccmQVmn2PBkxTYvnEEUw0c7ciMsIaE+syKrkQguWXV0nrohr41eDuslK/zuMowgmcwjkEUIM63EIDmkBAwDO8wpunvRfv3ftYtBa8fOYY/sD7/AHeKpBv</latexit><latexit sha1_base64="dV3qtJZoA6shJ4ahaA1qpDlUL0A=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKEI9BLx4jmIckS5idzCZD5rHMzApxyVd48aCIVz/Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+mfntR6oNU/LeThIaCjyULGYEWyc9PPVUwlODdL9c8av+HGiVBDmpQI5Gv/zVGyiSCiot4diYbuAnNsywtoxwOi31UkMTTMZ4SLuOSiyoCbP5wVN05pQBipV2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxldhxmSSWirJYlGccmQVmn2PBkxTYvnEEUw0c7ciMsIaE+syKrkQguWXV0nrohr41eDuslK/zuMowgmcwjkEUIM63EIDmkBAwDO8wpunvRfv3ftYtBa8fOYY/sD7/AHeKpBv</latexit><latexit sha1_base64="dV3qtJZoA6shJ4ahaA1qpDlUL0A=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKEI9BLx4jmIckS5idzCZD5rHMzApxyVd48aCIVz/Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+mfntR6oNU/LeThIaCjyULGYEWyc9PPVUwlODdL9c8av+HGiVBDmpQI5Gv/zVGyiSCiot4diYbuAnNsywtoxwOi31UkMTTMZ4SLuOSiyoCbP5wVN05pQBipV2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxldhxmSSWirJYlGccmQVmn2PBkxTYvnEEUw0c7ciMsIaE+syKrkQguWXV0nrohr41eDuslK/zuMowgmcwjkEUIM63EIDmkBAwDO8wpunvRfv3ftYtBa8fOYY/sD7/AHeKpBv</latexit>

trivially distinguish

Attempt II

Break backdoors z||*, and *||z, query an x, such that

trivially distinguish

G(x) = eH(x� r1)
M

eH(x� r2)
<latexit sha1_base64="zxdpoZqkGJ2NNoDbp46UeTxj1Cg=">AAACK3icdVDLTgIxFO34RHyhLt00EhPYkBliohsTggtZYiKPhJmQTucCDZ1H2o5CJvyPG3/FhS58xK3/YRlYKOhJmpyec27ae9yIM6lM891YWV1b39jMbGW3d3b39nMHh00ZxoJCg4Y8FG2XSOAsgIZiikM7EkB8l0PLHV5N/dYdCMnC4FaNI3B80g9Yj1GitNTNVa8Lo+Klfc88UIx7kNQmhZEdRjyWWHStou2yfnr7L1IudnN5s2SmwMvEmpM8mqPezT3bXkhjHwJFOZGyY5mRchIiFKMcJlk7lhAROiR96GgaEB+kk6S7TvCpVjzcC4U+gcKp+nMiIb6UY9/VSZ+ogVz0puJfXidWvQsnYUEUKwjo7KFezLEK8bQ47DEBVPGxJoQKpv+K6YAIQpWuN6tLsBZXXibNcskyS9bNWb5SndeRQcfoBBWQhc5RBdVQHTUQRQ/oCb2iN+PReDE+jM9ZdMWYzxyhXzC+vgGpUafw</latexit><latexit sha1_base64="zxdpoZqkGJ2NNoDbp46UeTxj1Cg=">AAACK3icdVDLTgIxFO34RHyhLt00EhPYkBliohsTggtZYiKPhJmQTucCDZ1H2o5CJvyPG3/FhS58xK3/YRlYKOhJmpyec27ae9yIM6lM891YWV1b39jMbGW3d3b39nMHh00ZxoJCg4Y8FG2XSOAsgIZiikM7EkB8l0PLHV5N/dYdCMnC4FaNI3B80g9Yj1GitNTNVa8Lo+Klfc88UIx7kNQmhZEdRjyWWHStou2yfnr7L1IudnN5s2SmwMvEmpM8mqPezT3bXkhjHwJFOZGyY5mRchIiFKMcJlk7lhAROiR96GgaEB+kk6S7TvCpVjzcC4U+gcKp+nMiIb6UY9/VSZ+ogVz0puJfXidWvQsnYUEUKwjo7KFezLEK8bQ47DEBVPGxJoQKpv+K6YAIQpWuN6tLsBZXXibNcskyS9bNWb5SndeRQcfoBBWQhc5RBdVQHTUQRQ/oCb2iN+PReDE+jM9ZdMWYzxyhXzC+vgGpUafw</latexit><latexit sha1_base64="zxdpoZqkGJ2NNoDbp46UeTxj1Cg=">AAACK3icdVDLTgIxFO34RHyhLt00EhPYkBliohsTggtZYiKPhJmQTucCDZ1H2o5CJvyPG3/FhS58xK3/YRlYKOhJmpyec27ae9yIM6lM891YWV1b39jMbGW3d3b39nMHh00ZxoJCg4Y8FG2XSOAsgIZiikM7EkB8l0PLHV5N/dYdCMnC4FaNI3B80g9Yj1GitNTNVa8Lo+Klfc88UIx7kNQmhZEdRjyWWHStou2yfnr7L1IudnN5s2SmwMvEmpM8mqPezT3bXkhjHwJFOZGyY5mRchIiFKMcJlk7lhAROiR96GgaEB+kk6S7TvCpVjzcC4U+gcKp+nMiIb6UY9/VSZ+ogVz0puJfXidWvQsnYUEUKwjo7KFezLEK8bQ47DEBVPGxJoQKpv+K6YAIQpWuN6tLsBZXXibNcskyS9bNWb5SndeRQcfoBBWQhc5RBdVQHTUQRQ/oCb2iN+PReDE+jM9ZdMWYzxyhXzC+vgGpUafw</latexit><latexit sha1_base64="zxdpoZqkGJ2NNoDbp46UeTxj1Cg=">AAACK3icdVDLTgIxFO34RHyhLt00EhPYkBliohsTggtZYiKPhJmQTucCDZ1H2o5CJvyPG3/FhS58xK3/YRlYKOhJmpyec27ae9yIM6lM891YWV1b39jMbGW3d3b39nMHh00ZxoJCg4Y8FG2XSOAsgIZiikM7EkB8l0PLHV5N/dYdCMnC4FaNI3B80g9Yj1GitNTNVa8Lo+Klfc88UIx7kNQmhZEdRjyWWHStou2yfnr7L1IudnN5s2SmwMvEmpM8mqPezT3bXkhjHwJFOZGyY5mRchIiFKMcJlk7lhAROiR96GgaEB+kk6S7TvCpVjzcC4U+gcKp+nMiIb6UY9/VSZ+ogVz0puJfXidWvQsnYUEUKwjo7KFezLEK8bQ47DEBVPGxJoQKpv+K6YAIQpWuN6tLsBZXXibNcskyS9bNWb5SndeRQcfoBBWQhc5RBdVQHTUQRQ/oCb2iN+PReDE+jM9ZdMWYzxyhXzC+vgGpUafw</latexit>

x� r1 = z||?, and, x� r2 =?||z
<latexit sha1_base64="wOCpyTIXkI8b7wPjejIwylgWsKw=">AAACF3icbVDLSgMxFM34rPU16tJNsAguSpkpgm5Ki25cVrAPaMuQSTNtaCYZkoy0nfYv3Pgrblwo4lZ3/o3pA9TWAxcO59zLvff4EaNKO86XtbK6tr6xmdpKb+/s7u3bB4dVJWKJSQULJmTdR4owyklFU81IPZIEhT4jNb93PfFr90QqKvidHkSkFaIOpwHFSBvJs3P9pohYrKD03MJwNCpmYTP0RT9BvD3Owh83XyiORkPPzjg5Zwq4TNw5yYA5yp792WwLHIeEa8yQUg3XiXQrQVJTzMg43YwViRDuoQ5pGMpRSFQrmf41hqdGacNASFNcw6n6eyJBoVKD0DedIdJdtehNxP+8RqyDy1ZCeRRrwvFsURAzqAWchATbVBKs2cAQhCU1t0LcRRJhbaJMmxDcxZeXSTWfc52ce3ueKV3N40iBY3ACzoALLkAJ3IAyqAAMHsATeAGv1qP1bL1Z77PWFWs+cwT+wPr4Bnymn3s=</latexit><latexit sha1_base64="wOCpyTIXkI8b7wPjejIwylgWsKw=">AAACF3icbVDLSgMxFM34rPU16tJNsAguSpkpgm5Ki25cVrAPaMuQSTNtaCYZkoy0nfYv3Pgrblwo4lZ3/o3pA9TWAxcO59zLvff4EaNKO86XtbK6tr6xmdpKb+/s7u3bB4dVJWKJSQULJmTdR4owyklFU81IPZIEhT4jNb93PfFr90QqKvidHkSkFaIOpwHFSBvJs3P9pohYrKD03MJwNCpmYTP0RT9BvD3Owh83XyiORkPPzjg5Zwq4TNw5yYA5yp792WwLHIeEa8yQUg3XiXQrQVJTzMg43YwViRDuoQ5pGMpRSFQrmf41hqdGacNASFNcw6n6eyJBoVKD0DedIdJdtehNxP+8RqyDy1ZCeRRrwvFsURAzqAWchATbVBKs2cAQhCU1t0LcRRJhbaJMmxDcxZeXSTWfc52ce3ueKV3N40iBY3ACzoALLkAJ3IAyqAAMHsATeAGv1qP1bL1Z77PWFWs+cwT+wPr4Bnymn3s=</latexit><latexit sha1_base64="wOCpyTIXkI8b7wPjejIwylgWsKw=">AAACF3icbVDLSgMxFM34rPU16tJNsAguSpkpgm5Ki25cVrAPaMuQSTNtaCYZkoy0nfYv3Pgrblwo4lZ3/o3pA9TWAxcO59zLvff4EaNKO86XtbK6tr6xmdpKb+/s7u3bB4dVJWKJSQULJmTdR4owyklFU81IPZIEhT4jNb93PfFr90QqKvidHkSkFaIOpwHFSBvJs3P9pohYrKD03MJwNCpmYTP0RT9BvD3Owh83XyiORkPPzjg5Zwq4TNw5yYA5yp792WwLHIeEa8yQUg3XiXQrQVJTzMg43YwViRDuoQ5pGMpRSFQrmf41hqdGacNASFNcw6n6eyJBoVKD0DedIdJdtehNxP+8RqyDy1ZCeRRrwvFsURAzqAWchATbVBKs2cAQhCU1t0LcRRJhbaJMmxDcxZeXSTWfc52ce3ueKV3N40iBY3ACzoALLkAJ3IAyqAAMHsATeAGv1qP1bL1Z77PWFWs+cwT+wPr4Bnymn3s=</latexit><latexit sha1_base64="wOCpyTIXkI8b7wPjejIwylgWsKw=">AAACF3icbVDLSgMxFM34rPU16tJNsAguSpkpgm5Ki25cVrAPaMuQSTNtaCYZkoy0nfYv3Pgrblwo4lZ3/o3pA9TWAxcO59zLvff4EaNKO86XtbK6tr6xmdpKb+/s7u3bB4dVJWKJSQULJmTdR4owyklFU81IPZIEhT4jNb93PfFr90QqKvidHkSkFaIOpwHFSBvJs3P9pohYrKD03MJwNCpmYTP0RT9BvD3Owh83XyiORkPPzjg5Zwq4TNw5yYA5yp792WwLHIeEa8yQUg3XiXQrQVJTzMg43YwViRDuoQ5pGMpRSFQrmf41hqdGacNASFNcw6n6eyJBoVKD0DedIdJdtehNxP+8RqyDy1ZCeRRrwvFsURAzqAWchATbVBKs2cAQhCU1t0LcRRJhbaJMmxDcxZeXSTWfc52ce3ueKV3N40iBY3ACzoALLkAJ3IAyqAAMHsATeAGv1qP1bL1Z77PWFWs+cwT+wPr4Bnymn3s=</latexit>

eH(z||⇤)� eH(⇤||z)
<latexit sha1_base64="F6HiwUm5X+/DqcRQxp6R0WcScHM=">AAACFXicbVDLSsNAFJ3UV62vqEs3wSK0RUoigi6LbrqsYB/QlDKZ3LRDJw9mJkqb9ifc+CtuXCjiVnDn3zhts7CtBy4czrmXe+9xIkaFNM0fLbO2vrG5ld3O7ezu7R/oh0cNEcacQJ2ELOQtBwtgNIC6pJJBK+KAfYdB0xncTv3mA3BBw+BeDiPo+LgXUI8SLJXU1c/tR+qCpMyFpDopjMbjUtEOIxaLRaM0Ho+KXT1vls0ZjFVipSSPUtS6+rfthiT2IZCEYSHalhnJToK5pITBJGfHAiJMBrgHbUUD7IPoJLOvJsaZUlzDC7mqQBoz9e9Egn0hhr6jOn0s+2LZm4r/ee1YetedhAZRLCEg80VezAwZGtOIDJdyIJINFcGEU3WrQfqYYyJVkDkVgrX88ippXJQts2zdXeYrN2kcWXSCTlEBWegKVVAV1VAdEfSEXtAbeteetVftQ/uct2a0dOYYLUD7+gVDt596</latexit><latexit sha1_base64="F6HiwUm5X+/DqcRQxp6R0WcScHM=">AAACFXicbVDLSsNAFJ3UV62vqEs3wSK0RUoigi6LbrqsYB/QlDKZ3LRDJw9mJkqb9ifc+CtuXCjiVnDn3zhts7CtBy4czrmXe+9xIkaFNM0fLbO2vrG5ld3O7ezu7R/oh0cNEcacQJ2ELOQtBwtgNIC6pJJBK+KAfYdB0xncTv3mA3BBw+BeDiPo+LgXUI8SLJXU1c/tR+qCpMyFpDopjMbjUtEOIxaLRaM0Ho+KXT1vls0ZjFVipSSPUtS6+rfthiT2IZCEYSHalhnJToK5pITBJGfHAiJMBrgHbUUD7IPoJLOvJsaZUlzDC7mqQBoz9e9Egn0hhr6jOn0s+2LZm4r/ee1YetedhAZRLCEg80VezAwZGtOIDJdyIJINFcGEU3WrQfqYYyJVkDkVgrX88ippXJQts2zdXeYrN2kcWXSCTlEBWegKVVAV1VAdEfSEXtAbeteetVftQ/uct2a0dOYYLUD7+gVDt596</latexit><latexit sha1_base64="F6HiwUm5X+/DqcRQxp6R0WcScHM=">AAACFXicbVDLSsNAFJ3UV62vqEs3wSK0RUoigi6LbrqsYB/QlDKZ3LRDJw9mJkqb9ifc+CtuXCjiVnDn3zhts7CtBy4czrmXe+9xIkaFNM0fLbO2vrG5ld3O7ezu7R/oh0cNEcacQJ2ELOQtBwtgNIC6pJJBK+KAfYdB0xncTv3mA3BBw+BeDiPo+LgXUI8SLJXU1c/tR+qCpMyFpDopjMbjUtEOIxaLRaM0Ho+KXT1vls0ZjFVipSSPUtS6+rfthiT2IZCEYSHalhnJToK5pITBJGfHAiJMBrgHbUUD7IPoJLOvJsaZUlzDC7mqQBoz9e9Egn0hhr6jOn0s+2LZm4r/ee1YetedhAZRLCEg80VezAwZGtOIDJdyIJINFcGEU3WrQfqYYyJVkDkVgrX88ippXJQts2zdXeYrN2kcWXSCTlEBWegKVVAV1VAdEfSEXtAbeteetVftQ/uct2a0dOYYLUD7+gVDt596</latexit><latexit sha1_base64="F6HiwUm5X+/DqcRQxp6R0WcScHM=">AAACFXicbVDLSsNAFJ3UV62vqEs3wSK0RUoigi6LbrqsYB/QlDKZ3LRDJw9mJkqb9ifc+CtuXCjiVnDn3zhts7CtBy4czrmXe+9xIkaFNM0fLbO2vrG5ld3O7ezu7R/oh0cNEcacQJ2ELOQtBwtgNIC6pJJBK+KAfYdB0xncTv3mA3BBw+BeDiPo+LgXUI8SLJXU1c/tR+qCpMyFpDopjMbjUtEOIxaLRaM0Ho+KXT1vls0ZjFVipSSPUtS6+rfthiT2IZCEYSHalhnJToK5pITBJGfHAiJMBrgHbUUD7IPoJLOvJsaZUlzDC7mqQBoz9e9Egn0hhr6jOn0s+2LZm4r/ee1YetedhAZRLCEg80VezAwZGtOIDJdyIJINFcGEU3WrQfqYYyJVkDkVgrX88ippXJQts2zdXeYrN2kcWXSCTlEBWegKVVAV1VAdEfSEXtAbeteetVftQ/uct2a0dOYYLUD7+gVDt596</latexit>

from random

from random

G(x) = eH(z)
<latexit sha1_base64="cSi2790exZhtA0bJGf54yGJ5K6Q=">AAAB/nicbVDLSgNBEJyNrxhfq+LJy2AQkkvYFUEvQtCDOUYwD0iWMDvbmwyZfTAzq8Yl4K948aCIV7/Dm3/jJNmDJhY0FFXddHe5MWdSWda3kVtaXlldy68XNja3tnfM3b2mjBJBoUEjHom2SyRwFkJDMcWhHQsggcuh5Q6vJn7rDoRkUXirRjE4AemHzGeUKC31zIPr0kP5onvPPFCMe5DWxqXHcs8sWhVrCrxI7IwUUYZ6z/zqehFNAggV5UTKjm3FykmJUIxyGBe6iYSY0CHpQ0fTkAQgnXR6/hgfa8XDfiR0hQpP1d8TKQmkHAWu7gyIGsh5byL+53US5Z87KQvjREFIZ4v8hGMV4UkW2GMCqOIjTQgVTN+K6YAIQpVOrKBDsOdfXiTNk4ptVeyb02L1Mosjjw7RESohG52hKqqhOmogilL0jF7Rm/FkvBjvxsesNWdkM/voD4zPHxlrlOw=</latexit><latexit sha1_base64="cSi2790exZhtA0bJGf54yGJ5K6Q=">AAAB/nicbVDLSgNBEJyNrxhfq+LJy2AQkkvYFUEvQtCDOUYwD0iWMDvbmwyZfTAzq8Yl4K948aCIV7/Dm3/jJNmDJhY0FFXddHe5MWdSWda3kVtaXlldy68XNja3tnfM3b2mjBJBoUEjHom2SyRwFkJDMcWhHQsggcuh5Q6vJn7rDoRkUXirRjE4AemHzGeUKC31zIPr0kP5onvPPFCMe5DWxqXHcs8sWhVrCrxI7IwUUYZ6z/zqehFNAggV5UTKjm3FykmJUIxyGBe6iYSY0CHpQ0fTkAQgnXR6/hgfa8XDfiR0hQpP1d8TKQmkHAWu7gyIGsh5byL+53US5Z87KQvjREFIZ4v8hGMV4UkW2GMCqOIjTQgVTN+K6YAIQpVOrKBDsOdfXiTNk4ptVeyb02L1Mosjjw7RESohG52hKqqhOmogilL0jF7Rm/FkvBjvxsesNWdkM/voD4zPHxlrlOw=</latexit><latexit sha1_base64="cSi2790exZhtA0bJGf54yGJ5K6Q=">AAAB/nicbVDLSgNBEJyNrxhfq+LJy2AQkkvYFUEvQtCDOUYwD0iWMDvbmwyZfTAzq8Yl4K948aCIV7/Dm3/jJNmDJhY0FFXddHe5MWdSWda3kVtaXlldy68XNja3tnfM3b2mjBJBoUEjHom2SyRwFkJDMcWhHQsggcuh5Q6vJn7rDoRkUXirRjE4AemHzGeUKC31zIPr0kP5onvPPFCMe5DWxqXHcs8sWhVrCrxI7IwUUYZ6z/zqehFNAggV5UTKjm3FykmJUIxyGBe6iYSY0CHpQ0fTkAQgnXR6/hgfa8XDfiR0hQpP1d8TKQmkHAWu7gyIGsh5byL+53US5Z87KQvjREFIZ4v8hGMV4UkW2GMCqOIjTQgVTN+K6YAIQpVOrKBDsOdfXiTNk4ptVeyb02L1Mosjjw7RESohG52hKqqhOmogilL0jF7Rm/FkvBjvxsesNWdkM/voD4zPHxlrlOw=</latexit><latexit sha1_base64="cSi2790exZhtA0bJGf54yGJ5K6Q=">AAAB/nicbVDLSgNBEJyNrxhfq+LJy2AQkkvYFUEvQtCDOUYwD0iWMDvbmwyZfTAzq8Yl4K948aCIV7/Dm3/jJNmDJhY0FFXddHe5MWdSWda3kVtaXlldy68XNja3tnfM3b2mjBJBoUEjHom2SyRwFkJDMcWhHQsggcuh5Q6vJn7rDoRkUXirRjE4AemHzGeUKC31zIPr0kP5onvPPFCMe5DWxqXHcs8sWhVrCrxI7IwUUYZ6z/zqehFNAggV5UTKjm3FykmJUIxyGBe6iYSY0CHpQ0fTkAQgnXR6/hgfa8XDfiR0hQpP1d8TKQmkHAWu7gyIGsh5byL+53US5Z87KQvjREFIZ4v8hGMV4UkW2GMCqOIjTQgVTN+K6YAIQpVOrKBDsOdfXiTNk4ptVeyb02L1Mosjjw7RESohG52hKqqhOmogilL0jF7Rm/FkvBjvxsesNWdkM/voD4zPHxlrlOw=</latexit>



Correcting Subverted ROs II: 
Construction

Similar attack can be generalized to using         terms n/�
<latexit sha1_base64="VmPe2//1p2Qo3YgiW6p8xt06CUw=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBIvgqs6IoMuiG5cVbK20Q8lkMm1oHkOSEcrQr3DjQhG3fo47/8a0nYW2HggczjmX3HuilDNjff/bK62srq1vlDcrW9s7u3vV/YO2UZkmtEUUV7oTYUM5k7RlmeW0k2qKRcTpQzS6mfoPT1QbpuS9Hac0FHggWcIItk56lGc97sIx7ldrft2fAS2ToCA1KNDsV796sSKZoNISjo3pBn5qwxxrywink0ovMzTFZIQHtOuoxIKaMJ8tPEEnTolRorR70qKZ+nsix8KYsYhcUmA7NIveVPzP62Y2uQpzJtPMUknmHyUZR1ah6fUoZpoSy8eOYKKZ2xWRIdaYWNdRxZUQLJ68TNrn9cCvB3cXtcZ1UUcZjuAYTiGAS2jALTShBQQEPMMrvHnae/HevY95tOQVM4fwB97nD3ljkC4=</latexit><latexit sha1_base64="VmPe2//1p2Qo3YgiW6p8xt06CUw=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBIvgqs6IoMuiG5cVbK20Q8lkMm1oHkOSEcrQr3DjQhG3fo47/8a0nYW2HggczjmX3HuilDNjff/bK62srq1vlDcrW9s7u3vV/YO2UZkmtEUUV7oTYUM5k7RlmeW0k2qKRcTpQzS6mfoPT1QbpuS9Hac0FHggWcIItk56lGc97sIx7ldrft2fAS2ToCA1KNDsV796sSKZoNISjo3pBn5qwxxrywink0ovMzTFZIQHtOuoxIKaMJ8tPEEnTolRorR70qKZ+nsix8KYsYhcUmA7NIveVPzP62Y2uQpzJtPMUknmHyUZR1ah6fUoZpoSy8eOYKKZ2xWRIdaYWNdRxZUQLJ68TNrn9cCvB3cXtcZ1UUcZjuAYTiGAS2jALTShBQQEPMMrvHnae/HevY95tOQVM4fwB97nD3ljkC4=</latexit><latexit sha1_base64="VmPe2//1p2Qo3YgiW6p8xt06CUw=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBIvgqs6IoMuiG5cVbK20Q8lkMm1oHkOSEcrQr3DjQhG3fo47/8a0nYW2HggczjmX3HuilDNjff/bK62srq1vlDcrW9s7u3vV/YO2UZkmtEUUV7oTYUM5k7RlmeW0k2qKRcTpQzS6mfoPT1QbpuS9Hac0FHggWcIItk56lGc97sIx7ldrft2fAS2ToCA1KNDsV796sSKZoNISjo3pBn5qwxxrywink0ovMzTFZIQHtOuoxIKaMJ8tPEEnTolRorR70qKZ+nsix8KYsYhcUmA7NIveVPzP62Y2uQpzJtPMUknmHyUZR1ah6fUoZpoSy8eOYKKZ2xWRIdaYWNdRxZUQLJ68TNrn9cCvB3cXtcZ1UUcZjuAYTiGAS2jALTShBQQEPMMrvHnae/HevY95tOQVM4fwB97nD3ljkC4=</latexit><latexit sha1_base64="VmPe2//1p2Qo3YgiW6p8xt06CUw=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBIvgqs6IoMuiG5cVbK20Q8lkMm1oHkOSEcrQr3DjQhG3fo47/8a0nYW2HggczjmX3HuilDNjff/bK62srq1vlDcrW9s7u3vV/YO2UZkmtEUUV7oTYUM5k7RlmeW0k2qKRcTpQzS6mfoPT1QbpuS9Hac0FHggWcIItk56lGc97sIx7ldrft2fAS2ToCA1KNDsV796sSKZoNISjo3pBn5qwxxrywink0ovMzTFZIQHtOuoxIKaMJ8tPEEnTolRorR70qKZ+nsix8KYsYhcUmA7NIveVPzP62Y2uQpzJtPMUknmHyUZR1ah6fUoZpoSy8eOYKKZ2xWRIdaYWNdRxZUQLJ68TNrn9cCvB3cXtcZ1UUcZjuAYTiGAS2jALTShBQQEPMMrvHnae/HevY95tOQVM4fwB97nD3ljkC4=</latexit>

How about we 
keep adding

G(x) := eH(x� r1)
M

eH(x� r2)
M

. . .
M

eH(x� r3n)
<latexit sha1_base64="1YFukMe73RpwVzWbGqLprqNd0PU=">AAACYXichVHLSgMxFM2M7/oadekmWIR2U2ZUUASh6EKXClaFTimZzG0NZpIhuaMtQ3/SnRs3/ohp7cInXgicnAdJTpJcCoth+OL5M7Nz8wuLS5XlldW19WBj88bqwnBocS21uUuYBSkUtFCghLvcAMsSCbfJw9lYv30EY4VW1zjMoZOxvhI9wRk6qhsMzmuD+vFJ/CRSQCFTKC9GtUGsc1lYarpRPU5Ef7L7y7L3ySJTjfbfRLmvRvVuUA0b4WToTxBNQZVM57IbPMep5kUGCrlk1rajMMdOyQwKLmFUiQsLOeMPrA9tBxXLwHbKSUMjuuuYlPa0cUshnbCfEyXLrB1miXNmDO/td21M/qa1C+wddUqh8gJB8Y+DeoWkqOm4bpoKAxzl0AHGjXB3pfyeGcbRfUrFlRB9f/JPcLPXiMJGdHVQbZ5O61gk22SH1EhEDkmTXJBL0iKcvHqz3qq35r35S37gb35YfW+a2SJfxt9+B62WuIo=</latexit><latexit sha1_base64="1YFukMe73RpwVzWbGqLprqNd0PU=">AAACYXichVHLSgMxFM2M7/oadekmWIR2U2ZUUASh6EKXClaFTimZzG0NZpIhuaMtQ3/SnRs3/ohp7cInXgicnAdJTpJcCoth+OL5M7Nz8wuLS5XlldW19WBj88bqwnBocS21uUuYBSkUtFCghLvcAMsSCbfJw9lYv30EY4VW1zjMoZOxvhI9wRk6qhsMzmuD+vFJ/CRSQCFTKC9GtUGsc1lYarpRPU5Ef7L7y7L3ySJTjfbfRLmvRvVuUA0b4WToTxBNQZVM57IbPMep5kUGCrlk1rajMMdOyQwKLmFUiQsLOeMPrA9tBxXLwHbKSUMjuuuYlPa0cUshnbCfEyXLrB1miXNmDO/td21M/qa1C+wddUqh8gJB8Y+DeoWkqOm4bpoKAxzl0AHGjXB3pfyeGcbRfUrFlRB9f/JPcLPXiMJGdHVQbZ5O61gk22SH1EhEDkmTXJBL0iKcvHqz3qq35r35S37gb35YfW+a2SJfxt9+B62WuIo=</latexit><latexit sha1_base64="1YFukMe73RpwVzWbGqLprqNd0PU=">AAACYXichVHLSgMxFM2M7/oadekmWIR2U2ZUUASh6EKXClaFTimZzG0NZpIhuaMtQ3/SnRs3/ohp7cInXgicnAdJTpJcCoth+OL5M7Nz8wuLS5XlldW19WBj88bqwnBocS21uUuYBSkUtFCghLvcAMsSCbfJw9lYv30EY4VW1zjMoZOxvhI9wRk6qhsMzmuD+vFJ/CRSQCFTKC9GtUGsc1lYarpRPU5Ef7L7y7L3ySJTjfbfRLmvRvVuUA0b4WToTxBNQZVM57IbPMep5kUGCrlk1rajMMdOyQwKLmFUiQsLOeMPrA9tBxXLwHbKSUMjuuuYlPa0cUshnbCfEyXLrB1miXNmDO/td21M/qa1C+wddUqh8gJB8Y+DeoWkqOm4bpoKAxzl0AHGjXB3pfyeGcbRfUrFlRB9f/JPcLPXiMJGdHVQbZ5O61gk22SH1EhEDkmTXJBL0iKcvHqz3qq35r35S37gb35YfW+a2SJfxt9+B62WuIo=</latexit><latexit sha1_base64="1YFukMe73RpwVzWbGqLprqNd0PU=">AAACYXichVHLSgMxFM2M7/oadekmWIR2U2ZUUASh6EKXClaFTimZzG0NZpIhuaMtQ3/SnRs3/ohp7cInXgicnAdJTpJcCoth+OL5M7Nz8wuLS5XlldW19WBj88bqwnBocS21uUuYBSkUtFCghLvcAMsSCbfJw9lYv30EY4VW1zjMoZOxvhI9wRk6qhsMzmuD+vFJ/CRSQCFTKC9GtUGsc1lYarpRPU5Ef7L7y7L3ySJTjfbfRLmvRvVuUA0b4WToTxBNQZVM57IbPMep5kUGCrlk1rajMMdOyQwKLmFUiQsLOeMPrA9tBxXLwHbKSUMjuuuYlPa0cUshnbCfEyXLrB1miXNmDO/td21M/qa1C+wddUqh8gJB8Y+DeoWkqOm4bpoKAxzl0AHGjXB3pfyeGcbRfUrFlRB9f/JPcLPXiMJGdHVQbZ5O61gk22SH1EhEDkmTXJBL0iKcvHqz3qq35r35S37gb35YfW+a2SJfxt9+B62WuIo=</latexit>



Rationale Behind

Trigger input burns bits

Sufficient number of terms must 
contain some “good” terms 



Correcting Subverted ROs III: 
Analysis

G(x) := eH1(x� r1)
M

eH2(x� r2)
M

. . .
M

eH3n(x� r3n)
<latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit>

For every x,

There exist some terms that are honestly generated 

The term is honest could be 
that it satisfies some 
complex adversarial 

rejection sampling condition



Correcting Subverted ROs III: 
Analysis

G(x) := eH1(x� r1)
M

eH2(x� r2)
M

. . .
M

eH3n(x� r3n)
<latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit>

For every x,

There exist some terms that are honestly generated 

There exist some terms that are “independent” with others 

There exist some good terms that satisfies both conditions 



Two Challenges Remain

G(x) := eH1(x� r1)
M

eH2(x� r2)
M

. . .
M

eH3n(x� r3n)
<latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit><latexit sha1_base64="gV0xRx1TwawKv+WCYyxEn7yDI8A="></latexit>

Not clear about a full 
simulation, e.g., 

programmability

To examine 
“independence”, we have 
to evaluate all terms, how 

to claim uniformness?

A new analytic tool Small tweak in G



A New Machinery: Rejection 
Resampling Lemma

X1, . . . , Xi1 , Xi, Xi+1, . . . , Xk
<latexit sha1_base64="zBUVmXUznZSOnISAioNj2+mgWcc=">AAACEnicbZBPS8MwGMbT+W/Of1WPXoJDUByjEUGPQy8eJ7itsJWSptkWljYlSYVR9hm8+FW8eFDEqydvfhuzrohuvhDy43nel+R9goQzpR3nyyotLa+srpXXKxubW9s79u5eW4lUEtoiggvpBlhRzmLa0kxz6iaS4ijgtBOMrqd+555KxUR8p8cJ9SI8iFmfEayN5Nsnro9qPR4KrWqunzEfTczNcj41/GONfLvq1J284CKgAqqgqKZvf/ZCQdKIxppwrFQXOYn2Miw1I5xOKr1U0QSTER7QrsEYR1R5Wb7SBB4ZJYR9Ic2JNczV3xMZjpQaR4HpjLAeqnlvKv7ndVPdv/QyFieppjGZPdRPOdQCTvOBIZOUaD42gIlk5q+QDLHERJsUKyYENL/yIrTP6sipo9vzauOqiKMMDsAhOAYIXIAGuAFN0AIEPIAn8AJerUfr2Xqz3metJauY2Qd/yvr4BkXsnJc=</latexit><latexit sha1_base64="zBUVmXUznZSOnISAioNj2+mgWcc=">AAACEnicbZBPS8MwGMbT+W/Of1WPXoJDUByjEUGPQy8eJ7itsJWSptkWljYlSYVR9hm8+FW8eFDEqydvfhuzrohuvhDy43nel+R9goQzpR3nyyotLa+srpXXKxubW9s79u5eW4lUEtoiggvpBlhRzmLa0kxz6iaS4ijgtBOMrqd+555KxUR8p8cJ9SI8iFmfEayN5Nsnro9qPR4KrWqunzEfTczNcj41/GONfLvq1J284CKgAqqgqKZvf/ZCQdKIxppwrFQXOYn2Miw1I5xOKr1U0QSTER7QrsEYR1R5Wb7SBB4ZJYR9Ic2JNczV3xMZjpQaR4HpjLAeqnlvKv7ndVPdv/QyFieppjGZPdRPOdQCTvOBIZOUaD42gIlk5q+QDLHERJsUKyYENL/yIrTP6sipo9vzauOqiKMMDsAhOAYIXIAGuAFN0AIEPIAn8AJerUfr2Xqz3metJauY2Qd/yvr4BkXsnJc=</latexit><latexit sha1_base64="zBUVmXUznZSOnISAioNj2+mgWcc=">AAACEnicbZBPS8MwGMbT+W/Of1WPXoJDUByjEUGPQy8eJ7itsJWSptkWljYlSYVR9hm8+FW8eFDEqydvfhuzrohuvhDy43nel+R9goQzpR3nyyotLa+srpXXKxubW9s79u5eW4lUEtoiggvpBlhRzmLa0kxz6iaS4ijgtBOMrqd+555KxUR8p8cJ9SI8iFmfEayN5Nsnro9qPR4KrWqunzEfTczNcj41/GONfLvq1J284CKgAqqgqKZvf/ZCQdKIxppwrFQXOYn2Miw1I5xOKr1U0QSTER7QrsEYR1R5Wb7SBB4ZJYR9Ic2JNczV3xMZjpQaR4HpjLAeqnlvKv7ndVPdv/QyFieppjGZPdRPOdQCTvOBIZOUaD42gIlk5q+QDLHERJsUKyYENL/yIrTP6sipo9vzauOqiKMMDsAhOAYIXIAGuAFN0AIEPIAn8AJerUfr2Xqz3metJauY2Qd/yvr4BkXsnJc=</latexit><latexit sha1_base64="zBUVmXUznZSOnISAioNj2+mgWcc=">AAACEnicbZBPS8MwGMbT+W/Of1WPXoJDUByjEUGPQy8eJ7itsJWSptkWljYlSYVR9hm8+FW8eFDEqydvfhuzrohuvhDy43nel+R9goQzpR3nyyotLa+srpXXKxubW9s79u5eW4lUEtoiggvpBlhRzmLa0kxz6iaS4ijgtBOMrqd+555KxUR8p8cJ9SI8iFmfEayN5Nsnro9qPR4KrWqunzEfTczNcj41/GONfLvq1J284CKgAqqgqKZvf/ZCQdKIxppwrFQXOYn2Miw1I5xOKr1U0QSTER7QrsEYR1R5Wb7SBB4ZJYR9Ic2JNczV3xMZjpQaR4HpjLAeqnlvKv7ndVPdv/QyFieppjGZPdRPOdQCTvOBIZOUaD42gIlk5q+QDLHERJsUKyYENL/yIrTP6sipo9vzauOqiKMMDsAhOAYIXIAGuAFN0AIEPIAn8AJerUfr2Xqz3metJauY2Qd/yvr4BkXsnJc=</latexit>

X1, . . . , Xi1 , U,XI+1, . . . , Xk
<latexit sha1_base64="JEmR61k1XhizmYHOU9WA6gIu1Ds=">AAACHXicbVBPS8MwHE3nvzn/VT16KQ5BcIxWBnocetHbBDsLaylpmm1haVOSVBilX8SLX8WLB0U8eBG/jWlXRDcfBB7vvV/yywsSSoQ0zS+ttrS8srpWX29sbG5t7+i7e33BUo6wjRhl3AmgwJTE2JZEUuwkHMMooPgumFwW/t095oKw+FZOE+xFcBSTIUFQKsnXO45vtVwaMilajp8R38pbmVvem3Ec5nZeyNcnSv5JTXy9abbNEsYisSrSBBV6vv7hhgylEY4lolCIgWUm0ssglwRRnDfcVOAEogkc4YGiMYyw8LJyi9w4UkpoDBlXJ5ZGqf6eyGAkxDQKVDKCcizmvUL8zxukcnjuZSROUoljNHtomFJDMqOoyggJx0jSqSIQcaJ2NdAYcoikKrShSrDmv7xI+qdty2xbN51m96Kqow4OwCE4BhY4A11wBXrABgg8gCfwAl61R+1Ze9PeZ9GaVs3sgz/QPr8B1XWhwA==</latexit><latexit sha1_base64="JEmR61k1XhizmYHOU9WA6gIu1Ds=">AAACHXicbVBPS8MwHE3nvzn/VT16KQ5BcIxWBnocetHbBDsLaylpmm1haVOSVBilX8SLX8WLB0U8eBG/jWlXRDcfBB7vvV/yywsSSoQ0zS+ttrS8srpWX29sbG5t7+i7e33BUo6wjRhl3AmgwJTE2JZEUuwkHMMooPgumFwW/t095oKw+FZOE+xFcBSTIUFQKsnXO45vtVwaMilajp8R38pbmVvem3Ec5nZeyNcnSv5JTXy9abbNEsYisSrSBBV6vv7hhgylEY4lolCIgWUm0ssglwRRnDfcVOAEogkc4YGiMYyw8LJyi9w4UkpoDBlXJ5ZGqf6eyGAkxDQKVDKCcizmvUL8zxukcnjuZSROUoljNHtomFJDMqOoyggJx0jSqSIQcaJ2NdAYcoikKrShSrDmv7xI+qdty2xbN51m96Kqow4OwCE4BhY4A11wBXrABgg8gCfwAl61R+1Ze9PeZ9GaVs3sgz/QPr8B1XWhwA==</latexit><latexit sha1_base64="JEmR61k1XhizmYHOU9WA6gIu1Ds=">AAACHXicbVBPS8MwHE3nvzn/VT16KQ5BcIxWBnocetHbBDsLaylpmm1haVOSVBilX8SLX8WLB0U8eBG/jWlXRDcfBB7vvV/yywsSSoQ0zS+ttrS8srpWX29sbG5t7+i7e33BUo6wjRhl3AmgwJTE2JZEUuwkHMMooPgumFwW/t095oKw+FZOE+xFcBSTIUFQKsnXO45vtVwaMilajp8R38pbmVvem3Ec5nZeyNcnSv5JTXy9abbNEsYisSrSBBV6vv7hhgylEY4lolCIgWUm0ssglwRRnDfcVOAEogkc4YGiMYyw8LJyi9w4UkpoDBlXJ5ZGqf6eyGAkxDQKVDKCcizmvUL8zxukcnjuZSROUoljNHtomFJDMqOoyggJx0jSqSIQcaJ2NdAYcoikKrShSrDmv7xI+qdty2xbN51m96Kqow4OwCE4BhY4A11wBXrABgg8gCfwAl61R+1Ze9PeZ9GaVs3sgz/QPr8B1XWhwA==</latexit><latexit sha1_base64="JEmR61k1XhizmYHOU9WA6gIu1Ds=">AAACHXicbVBPS8MwHE3nvzn/VT16KQ5BcIxWBnocetHbBDsLaylpmm1haVOSVBilX8SLX8WLB0U8eBG/jWlXRDcfBB7vvV/yywsSSoQ0zS+ttrS8srpWX29sbG5t7+i7e33BUo6wjRhl3AmgwJTE2JZEUuwkHMMooPgumFwW/t095oKw+FZOE+xFcBSTIUFQKsnXO45vtVwaMilajp8R38pbmVvem3Ec5nZeyNcnSv5JTXy9abbNEsYisSrSBBV6vv7hhgylEY4lolCIgWUm0ssglwRRnDfcVOAEogkc4YGiMYyw8LJyi9w4UkpoDBlXJ5ZGqf6eyGAkxDQKVDKCcizmvUL8zxukcnjuZSROUoljNHtomFJDMqOoyggJx0jSqSIQcaJ2NdAYcoikKrShSrDmv7xI+qdty2xbN51m96Kqow4OwCE4BhY4A11wBXrABgg8gCfwAl61R+1Ze9PeZ9GaVs3sgz/QPr8B1XWhwA==</latexit>

µ(E)2  k · µ0(E)
<latexit sha1_base64="Op+JUauNej4N3pzm3OFKCcdy5pk=">AAACBHicbZDLSgMxFIYzXmu9jbrsJljEuikzRdBlUQSXFewFOmPJZDJtaDIZk4xQhi7c+CpuXCji1odw59uYtrPQ1h8CP985h5PzBwmjSjvOt7W0vLK6tl7YKG5ube/s2nv7LSVSiUkTCyZkJ0CKMBqTpqaakU4iCeIBI+1geDmptx+IVFTEt3qUEJ+jfkwjipE2qGeXPJ5Wrk7uah4j93Do4VBoaNixgT277FSdqeCicXNTBrkaPfvLCwVOOYk1Zkiprusk2s+Q1BQzMi56qSIJwkPUJ11jY8SJ8rPpEWN4ZEgIIyHNizWc0t8TGeJKjXhgOjnSAzVfm8D/at1UR+d+RuMk1STGs0VRyqAWcJIIDKkkWLORMQhLav4K8QBJhLXJrWhCcOdPXjStWtV1qu7Nabl+kcdRACVwCCrABWegDq5BAzQBBo/gGbyCN+vJerHerY9Z65KVzxyAP7I+fwAIqZZn</latexit><latexit sha1_base64="Op+JUauNej4N3pzm3OFKCcdy5pk=">AAACBHicbZDLSgMxFIYzXmu9jbrsJljEuikzRdBlUQSXFewFOmPJZDJtaDIZk4xQhi7c+CpuXCji1odw59uYtrPQ1h8CP985h5PzBwmjSjvOt7W0vLK6tl7YKG5ube/s2nv7LSVSiUkTCyZkJ0CKMBqTpqaakU4iCeIBI+1geDmptx+IVFTEt3qUEJ+jfkwjipE2qGeXPJ5Wrk7uah4j93Do4VBoaNixgT277FSdqeCicXNTBrkaPfvLCwVOOYk1Zkiprusk2s+Q1BQzMi56qSIJwkPUJ11jY8SJ8rPpEWN4ZEgIIyHNizWc0t8TGeJKjXhgOjnSAzVfm8D/at1UR+d+RuMk1STGs0VRyqAWcJIIDKkkWLORMQhLav4K8QBJhLXJrWhCcOdPXjStWtV1qu7Nabl+kcdRACVwCCrABWegDq5BAzQBBo/gGbyCN+vJerHerY9Z65KVzxyAP7I+fwAIqZZn</latexit><latexit sha1_base64="Op+JUauNej4N3pzm3OFKCcdy5pk=">AAACBHicbZDLSgMxFIYzXmu9jbrsJljEuikzRdBlUQSXFewFOmPJZDJtaDIZk4xQhi7c+CpuXCji1odw59uYtrPQ1h8CP985h5PzBwmjSjvOt7W0vLK6tl7YKG5ube/s2nv7LSVSiUkTCyZkJ0CKMBqTpqaakU4iCeIBI+1geDmptx+IVFTEt3qUEJ+jfkwjipE2qGeXPJ5Wrk7uah4j93Do4VBoaNixgT277FSdqeCicXNTBrkaPfvLCwVOOYk1Zkiprusk2s+Q1BQzMi56qSIJwkPUJ11jY8SJ8rPpEWN4ZEgIIyHNizWc0t8TGeJKjXhgOjnSAzVfm8D/at1UR+d+RuMk1STGs0VRyqAWcJIIDKkkWLORMQhLav4K8QBJhLXJrWhCcOdPXjStWtV1qu7Nabl+kcdRACVwCCrABWegDq5BAzQBBo/gGbyCN+vJerHerY9Z65KVzxyAP7I+fwAIqZZn</latexit><latexit sha1_base64="Op+JUauNej4N3pzm3OFKCcdy5pk=">AAACBHicbZDLSgMxFIYzXmu9jbrsJljEuikzRdBlUQSXFewFOmPJZDJtaDIZk4xQhi7c+CpuXCji1odw59uYtrPQ1h8CP985h5PzBwmjSjvOt7W0vLK6tl7YKG5ube/s2nv7LSVSiUkTCyZkJ0CKMBqTpqaakU4iCeIBI+1geDmptx+IVFTEt3qUEJ+jfkwjipE2qGeXPJ5Wrk7uah4j93Do4VBoaNixgT277FSdqeCicXNTBrkaPfvLCwVOOYk1Zkiprusk2s+Q1BQzMi56qSIJwkPUJ11jY8SJ8rPpEWN4ZEgIIyHNizWc0t8TGeJKjXhgOjnSAzVfm8D/at1UR+d+RuMk1STGs0VRyqAWcJIIDKkkWLORMQhLav4K8QBJhLXJrWhCcOdPXjStWtV1qu7Nabl+kcdRACVwCCrABWegDq5BAzQBBo/gGbyCN+vJerHerY9Z65KVzxyAP7I+fwAIqZZn</latexit>

µ(E)
<latexit sha1_base64="yOCyBW5XpkbQJIgzZly/LfAN8VY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBDiJeyKoMegCB4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63t7K6tr6xWdgqbu/s7u2XDg6bRqWa0AZRXOl2hA3lTNKGZZbTdqIpFhGnrWh0M/VbT1QbpuSDHSc0FHggWcwItk5qdkVauT3rlcp+1Z8BLZMgJ2XIUe+Vvrp9RVJBpSUcG9MJ/MSGGdaWEU4nxW5qaILJCA9ox1GJBTVhNrt2gk6d0kex0q6kRTP190SGhTFjEblOge3QLHpT8T+vk9r4KsyYTFJLJZkvilOOrELT11GfaUosHzuCiWbuVkSGWGNiXUBFF0Kw+PIyaZ5XA78a3F+Ua9d5HAU4hhOoQACXUIM7qEMDCDzCM7zCm6e8F+/d+5i3rnj5zBH8gff5A7PSjoo=</latexit><latexit sha1_base64="yOCyBW5XpkbQJIgzZly/LfAN8VY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBDiJeyKoMegCB4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63t7K6tr6xWdgqbu/s7u2XDg6bRqWa0AZRXOl2hA3lTNKGZZbTdqIpFhGnrWh0M/VbT1QbpuSDHSc0FHggWcwItk5qdkVauT3rlcp+1Z8BLZMgJ2XIUe+Vvrp9RVJBpSUcG9MJ/MSGGdaWEU4nxW5qaILJCA9ox1GJBTVhNrt2gk6d0kex0q6kRTP190SGhTFjEblOge3QLHpT8T+vk9r4KsyYTFJLJZkvilOOrELT11GfaUosHzuCiWbuVkSGWGNiXUBFF0Kw+PIyaZ5XA78a3F+Ua9d5HAU4hhOoQACXUIM7qEMDCDzCM7zCm6e8F+/d+5i3rnj5zBH8gff5A7PSjoo=</latexit><latexit sha1_base64="yOCyBW5XpkbQJIgzZly/LfAN8VY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBDiJeyKoMegCB4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63t7K6tr6xWdgqbu/s7u2XDg6bRqWa0AZRXOl2hA3lTNKGZZbTdqIpFhGnrWh0M/VbT1QbpuSDHSc0FHggWcwItk5qdkVauT3rlcp+1Z8BLZMgJ2XIUe+Vvrp9RVJBpSUcG9MJ/MSGGdaWEU4nxW5qaILJCA9ox1GJBTVhNrt2gk6d0kex0q6kRTP190SGhTFjEblOge3QLHpT8T+vk9r4KsyYTFJLJZkvilOOrELT11GfaUosHzuCiWbuVkSGWGNiXUBFF0Kw+PIyaZ5XA78a3F+Ua9d5HAU4hhOoQACXUIM7qEMDCDzCM7zCm6e8F+/d+5i3rnj5zBH8gff5A7PSjoo=</latexit><latexit sha1_base64="yOCyBW5XpkbQJIgzZly/LfAN8VY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBDiJeyKoMegCB4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63t7K6tr6xWdgqbu/s7u2XDg6bRqWa0AZRXOl2hA3lTNKGZZbTdqIpFhGnrWh0M/VbT1QbpuSDHSc0FHggWcwItk5qdkVauT3rlcp+1Z8BLZMgJ2XIUe+Vvrp9RVJBpSUcG9MJ/MSGGdaWEU4nxW5qaILJCA9ox1GJBTVhNrt2gk6d0kex0q6kRTP190SGhTFjEblOge3QLHpT8T+vk9r4KsyYTFJLJZkvilOOrELT11GfaUosHzuCiWbuVkSGWGNiXUBFF0Kw+PIyaZ5XA78a3F+Ua9d5HAU4hhOoQACXUIM7qEMDCDzCM7zCm6e8F+/d+5i3rnj5zBH8gff5A7PSjoo=</latexit>

µ0(E)
<latexit sha1_base64="EHucmMPnbInsda0O1QZ46Xp4uH0=">AAAB7nicbVBNSwMxEJ34WetX1aOXYBHrpeyKoMeiCB4r2A9ol5JNs21okl2SrFCW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvTAQ31vO+0crq2vrGZmGruL2zu7dfOjhsmjjVlDVoLGLdDolhgivWsNwK1k40IzIUrBWObqd+64lpw2P1aMcJCyQZKB5xSqyTWl2ZnlXuznulslf1ZsDLxM9JGXLUe6Wvbj+mqWTKUkGM6fheYoOMaMupYJNiNzUsIXREBqzjqCKSmSCbnTvBp07p4yjWrpTFM/X3REakMWMZuk5J7NAselPxP6+T2ug6yLhKUssUnS+KUoFtjKe/4z7XjFoxdoRQzd2tmA6JJtS6hIouBH/x5WXSvKj6XtV/uCzXbvI4CnAMJ1ABH66gBvdQhwZQGMEzvMIbStALekcf89YVlM8cwR+gzx8Vno67</latexit><latexit sha1_base64="EHucmMPnbInsda0O1QZ46Xp4uH0=">AAAB7nicbVBNSwMxEJ34WetX1aOXYBHrpeyKoMeiCB4r2A9ol5JNs21okl2SrFCW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvTAQ31vO+0crq2vrGZmGruL2zu7dfOjhsmjjVlDVoLGLdDolhgivWsNwK1k40IzIUrBWObqd+64lpw2P1aMcJCyQZKB5xSqyTWl2ZnlXuznulslf1ZsDLxM9JGXLUe6Wvbj+mqWTKUkGM6fheYoOMaMupYJNiNzUsIXREBqzjqCKSmSCbnTvBp07p4yjWrpTFM/X3REakMWMZuk5J7NAselPxP6+T2ug6yLhKUssUnS+KUoFtjKe/4z7XjFoxdoRQzd2tmA6JJtS6hIouBH/x5WXSvKj6XtV/uCzXbvI4CnAMJ1ABH66gBvdQhwZQGMEzvMIbStALekcf89YVlM8cwR+gzx8Vno67</latexit><latexit sha1_base64="EHucmMPnbInsda0O1QZ46Xp4uH0=">AAAB7nicbVBNSwMxEJ34WetX1aOXYBHrpeyKoMeiCB4r2A9ol5JNs21okl2SrFCW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvTAQ31vO+0crq2vrGZmGruL2zu7dfOjhsmjjVlDVoLGLdDolhgivWsNwK1k40IzIUrBWObqd+64lpw2P1aMcJCyQZKB5xSqyTWl2ZnlXuznulslf1ZsDLxM9JGXLUe6Wvbj+mqWTKUkGM6fheYoOMaMupYJNiNzUsIXREBqzjqCKSmSCbnTvBp07p4yjWrpTFM/X3REakMWMZuk5J7NAselPxP6+T2ug6yLhKUssUnS+KUoFtjKe/4z7XjFoxdoRQzd2tmA6JJtS6hIouBH/x5WXSvKj6XtV/uCzXbvI4CnAMJ1ABH66gBvdQhwZQGMEzvMIbStALekcf89YVlM8cwR+gzx8Vno67</latexit><latexit sha1_base64="EHucmMPnbInsda0O1QZ46Xp4uH0=">AAAB7nicbVBNSwMxEJ34WetX1aOXYBHrpeyKoMeiCB4r2A9ol5JNs21okl2SrFCW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvTAQ31vO+0crq2vrGZmGruL2zu7dfOjhsmjjVlDVoLGLdDolhgivWsNwK1k40IzIUrBWObqd+64lpw2P1aMcJCyQZKB5xSqyTWl2ZnlXuznulslf1ZsDLxM9JGXLUe6Wvbj+mqWTKUkGM6fheYoOMaMupYJNiNzUsIXREBqzjqCKSmSCbnTvBp07p4yjWrpTFM/X3REakMWMZuk5J7NAselPxP6+T2ug6yLhKUssUnS+KUoFtjKe/4z7XjFoxdoRQzd2tmA6JJtS6hIouBH/x5WXSvKj6XtV/uCzXbvI4CnAMJ1ABH66gBvdQhwZQGMEzvMIbStALekcf89YVlM8cwR+gzx8Vno67</latexit>

It holds that



The Final Construction and 
Analysis

resample the good term and “pretend” to forget the value

internal layer is unpredicatable, applying one extra layer

G(x) := eH0

⇣
eH1(x� r1)

M
. . .

M
eH3n(x� r3n)

⌘

<latexit sha1_base64="/tdX/MKd9AM9XLclTRrzeVglS2g="></latexit><latexit sha1_base64="/tdX/MKd9AM9XLclTRrzeVglS2g="></latexit><latexit sha1_base64="/tdX/MKd9AM9XLclTRrzeVglS2g="></latexit><latexit sha1_base64="/tdX/MKd9AM9XLclTRrzeVglS2g="></latexit>

handle all possible conditions of queries in a similar way



Preventing Chain Takeover

Genesis

H
<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>

r1, . . . , r3n
<latexit sha1_base64="3sEF6fCSwd5Y5ynfQkUJHTKEUHg=">AAAB+nicbVBNS8NAEN34WetXqkcvwSJ4KCVRQY9FLx4r2A9oQ9hsNu3SzW7YnSgl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5YcqZBtf9tlZW19Y3Nktb5e2d3b19u3LQ1jJThLaI5FJ1Q6wpZ4K2gAGn3VRRnIScdsLRzdTvPFClmRT3ME6pn+CBYDEjGIwU2BUVeLU+jyTomgryczEJ7Kpbd2dwlolXkCoq0Azsr34kSZZQAYRjrXuem4KfYwWMcDop9zNNU0xGeEB7hgqcUO3ns9MnzolRIieWypQAZ6b+nshxovU4CU1ngmGoF72p+J/XyyC+8nMm0gyoIPNFccYdkM40BydiihLgY0MwUczc6pAhVpiASatsQvAWX14m7bO659a9u4tq47qIo4SO0DE6RR66RA10i5qohQh6RM/oFb1ZT9aL9W59zFtXrGLmEP2B9fkDqm6Tmw==</latexit><latexit sha1_base64="3sEF6fCSwd5Y5ynfQkUJHTKEUHg=">AAAB+nicbVBNS8NAEN34WetXqkcvwSJ4KCVRQY9FLx4r2A9oQ9hsNu3SzW7YnSgl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5YcqZBtf9tlZW19Y3Nktb5e2d3b19u3LQ1jJThLaI5FJ1Q6wpZ4K2gAGn3VRRnIScdsLRzdTvPFClmRT3ME6pn+CBYDEjGIwU2BUVeLU+jyTomgryczEJ7Kpbd2dwlolXkCoq0Azsr34kSZZQAYRjrXuem4KfYwWMcDop9zNNU0xGeEB7hgqcUO3ns9MnzolRIieWypQAZ6b+nshxovU4CU1ngmGoF72p+J/XyyC+8nMm0gyoIPNFccYdkM40BydiihLgY0MwUczc6pAhVpiASatsQvAWX14m7bO659a9u4tq47qIo4SO0DE6RR66RA10i5qohQh6RM/oFb1ZT9aL9W59zFtXrGLmEP2B9fkDqm6Tmw==</latexit><latexit sha1_base64="3sEF6fCSwd5Y5ynfQkUJHTKEUHg=">AAAB+nicbVBNS8NAEN34WetXqkcvwSJ4KCVRQY9FLx4r2A9oQ9hsNu3SzW7YnSgl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5YcqZBtf9tlZW19Y3Nktb5e2d3b19u3LQ1jJThLaI5FJ1Q6wpZ4K2gAGn3VRRnIScdsLRzdTvPFClmRT3ME6pn+CBYDEjGIwU2BUVeLU+jyTomgryczEJ7Kpbd2dwlolXkCoq0Azsr34kSZZQAYRjrXuem4KfYwWMcDop9zNNU0xGeEB7hgqcUO3ns9MnzolRIieWypQAZ6b+nshxovU4CU1ngmGoF72p+J/XyyC+8nMm0gyoIPNFccYdkM40BydiihLgY0MwUczc6pAhVpiASatsQvAWX14m7bO659a9u4tq47qIo4SO0DE6RR66RA10i5qohQh6RM/oFb1ZT9aL9W59zFtXrGLmEP2B9fkDqm6Tmw==</latexit><latexit sha1_base64="3sEF6fCSwd5Y5ynfQkUJHTKEUHg=">AAAB+nicbVBNS8NAEN34WetXqkcvwSJ4KCVRQY9FLx4r2A9oQ9hsNu3SzW7YnSgl9qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5YcqZBtf9tlZW19Y3Nktb5e2d3b19u3LQ1jJThLaI5FJ1Q6wpZ4K2gAGn3VRRnIScdsLRzdTvPFClmRT3ME6pn+CBYDEjGIwU2BUVeLU+jyTomgryczEJ7Kpbd2dwlolXkCoq0Azsr34kSZZQAYRjrXuem4KfYwWMcDop9zNNU0xGeEB7hgqcUO3ns9MnzolRIieWypQAZ6b+nshxovU4CU1ngmGoF72p+J/XyyC+8nMm0gyoIPNFccYdkM40BydiihLgY0MwUczc6pAhVpiASatsQvAWX14m7bO659a9u4tq47qIo4SO0DE6RR66RA10i5qohQh6RM/oFb1ZT9aL9W59zFtXrGLmEP2B9fkDqm6Tmw==</latexit>

…

H
<latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit><latexit sha1_base64="venyS6Wb6PztQ7mRn1xiaVoAroY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ/dzvPKHSPJYPZpqgH9GR5CFn1FipWR+UK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSvqp6btVrXldqd3kcRTiDc7gED26gBnVoQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AnXmMzA==</latexit>

And many more immediate applications……



Reflections

Self-correcting programs  V.S. Correcting subverted ROs

Private randomness available;
Preserve exact functionality

Only public randomness;
Preserve distributional properties

A distributional version of 
the classical theory



Open Problems

• Optimize our analysis to tolerate larger fraction of errors
• A different construction utilizing fewer number of randomness
• A simpler construction for special properties only
• Many more……



Alexander Russell, Qiang Tang, Moti Yung and Hong-Sheng Zhou
qiang@njit.edu

Correcting Subverted Random 
Oracles



pwd t%83b1657ff1f

pwd

stored digest: sd

Evasive Triggers are Devastating 
Enough: System Sneak-in Attack

H(·)
<latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit><latexit sha1_base64="tuGbIdo/cyKg4E8sD8kYZHvAio4=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0GPRS48V7Ae0oWw2m3bpZhN3J0Ip/RNePCji1b/jzX/jts1BWx8MPN6bYWZekEph0HW/nbX1jc2t7cJOcXdv/+CwdHTcMkmmGW+yRCa6E1DDpVC8iQIl76Sa0ziQvB2M7mZ++4lrIxL1gOOU+zEdKBEJRtFKnXqlx8IEL/qlslt15yCrxMtJGXI0+qWvXpiwLOYKmaTGdD03RX9CNQom+bTYywxPKRvRAe9aqmjMjT+Z3zsl51YJSZRoWwrJXP09MaGxMeM4sJ0xxaFZ9mbif143w+jGnwiVZsgVWyyKMkkwIbPnSSg0ZyjHllCmhb2VsCHVlKGNqGhD8JZfXiWty6rnVr37q3LtNo+jAKdwBhXw4BpqUIcGNIGBhGd4hTfn0Xlx3p2PReuak8+cwB84nz80xI9p</latexit>

Register

Log in ?
= sd

<latexit sha1_base64="BqvX8ial2AAI+ESlO1cXXYOZek0=">AAAB+nicbVBNS8NAEJ3Ur1q/Uj16WSyCp5KIoBex6MVjBfsBbSibzaZdutmE3Y1SYn6KFw+KePWXePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZpZXVtfaO8Wdna3tnds6v7bRWnktAWiXksuz5WlDNBW5ppTruJpDjyOe3445up33mgUrFY3OtJQr0IDwULGcHaSAO72lcak7GkPLvKs8tcBQO75tSdGdAycQtSgwLNgf3VD2KSRlRowrFSPddJtJdhqRnhNK/0U0UTswMPac9QgSOqvGx2eo6OjRKgMJamhEYz9fdEhiOlJpFvOiOsR2rRm4r/eb1UhxdexkSSairIfFGYcqRjNM0BBUxSovnEEEwkM7ciMsISE23SqpgQ3MWXl0n7tO46dffurNa4LuIowyEcwQm4cA4NuIUmtIDAIzzDK7xZT9aL9W59zFtLVjFzAH9gff4Av9eUTQ==</latexit><latexit sha1_base64="BqvX8ial2AAI+ESlO1cXXYOZek0=">AAAB+nicbVBNS8NAEJ3Ur1q/Uj16WSyCp5KIoBex6MVjBfsBbSibzaZdutmE3Y1SYn6KFw+KePWXePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZpZXVtfaO8Wdna3tnds6v7bRWnktAWiXksuz5WlDNBW5ppTruJpDjyOe3445up33mgUrFY3OtJQr0IDwULGcHaSAO72lcak7GkPLvKs8tcBQO75tSdGdAycQtSgwLNgf3VD2KSRlRowrFSPddJtJdhqRnhNK/0U0UTswMPac9QgSOqvGx2eo6OjRKgMJamhEYz9fdEhiOlJpFvOiOsR2rRm4r/eb1UhxdexkSSairIfFGYcqRjNM0BBUxSovnEEEwkM7ciMsISE23SqpgQ3MWXl0n7tO46dffurNa4LuIowyEcwQm4cA4NuIUmtIDAIzzDK7xZT9aL9W59zFtLVjFzAH9gff4Av9eUTQ==</latexit><latexit sha1_base64="BqvX8ial2AAI+ESlO1cXXYOZek0=">AAAB+nicbVBNS8NAEJ3Ur1q/Uj16WSyCp5KIoBex6MVjBfsBbSibzaZdutmE3Y1SYn6KFw+KePWXePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZpZXVtfaO8Wdna3tnds6v7bRWnktAWiXksuz5WlDNBW5ppTruJpDjyOe3445up33mgUrFY3OtJQr0IDwULGcHaSAO72lcak7GkPLvKs8tcBQO75tSdGdAycQtSgwLNgf3VD2KSRlRowrFSPddJtJdhqRnhNK/0U0UTswMPac9QgSOqvGx2eo6OjRKgMJamhEYz9fdEhiOlJpFvOiOsR2rRm4r/eb1UhxdexkSSairIfFGYcqRjNM0BBUxSovnEEEwkM7ciMsISE23SqpgQ3MWXl0n7tO46dffurNa4LuIowyEcwQm4cA4NuIUmtIDAIzzDK7xZT9aL9W59zFtLVjFzAH9gff4Av9eUTQ==</latexit><latexit sha1_base64="BqvX8ial2AAI+ESlO1cXXYOZek0=">AAAB+nicbVBNS8NAEJ3Ur1q/Uj16WSyCp5KIoBex6MVjBfsBbSibzaZdutmE3Y1SYn6KFw+KePWXePPfuG1z0NYHA4/3ZpiZ5yecKe0431ZpZXVtfaO8Wdna3tnds6v7bRWnktAWiXksuz5WlDNBW5ppTruJpDjyOe3445up33mgUrFY3OtJQr0IDwULGcHaSAO72lcak7GkPLvKs8tcBQO75tSdGdAycQtSgwLNgf3VD2KSRlRowrFSPddJtJdhqRnhNK/0U0UTswMPac9QgSOqvGx2eo6OjRKgMJamhEYz9fdEhiOlJpFvOiOsR2rRm4r/eb1UhxdexkSSairIfFGYcqRjNM0BBUxSovnEEEwkM7ciMsISE23SqpgQ3MWXl0n7tO46dffurNa4LuIowyEcwQm4cA4NuIUmtIDAIzzDK7xZT9aL9W59zFtLVjFzAH9gff4Av9eUTQ==</latexit>



|| sd sd

Evasive Triggers are Devastating 
Enough: System Sneak-in Attack

eH
<latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit><latexit sha1_base64="zW3jL7P01LFgbXWgDEDTwU6kA+M=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRS48VbCu0oWw203bpZhN3N5US+ju8eFDEqz/Gm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMWyyWMTqIaAaBZfYNNwIfEgU0igQ2A5GtzO/PUaleSzvzSRBP6IDyfucUWMlv/vEQzRchJjVp71yxa26c5BV4uWkAjkavfJXN4xZGqE0TFCtO56bGD+jynAmcFrqphoTykZ0gB1LJY1Q+9n86Ck5s0pI+rGyJQ2Zq78nMhppPYkC2xlRM9TL3kz8z+ukpn/tZ1wmqUHJFov6qSAmJrMESMgVMiMmllCmuL2VsCFVlBmbU8mG4C2/vEpaF1XPrXp3l5XaTR5HEU7gFM7BgyuoQR0a0AQGj/AMr/DmjJ0X5935WLQWnHzmGP7A+fwBI+2SUw==</latexit>


