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Alice and Bob want E2E secure communication

Plenty of Theory …
Symmetric encryption
Asymmetric encryption
Session key exchange
Signatures
…

But what about E2E Tools?
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PGP is a pain!

TLS is for web servers! ≠

Messaging Apps Emerging as most 
convenient & usable.



E2E Messaging Apps
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WhatsApp

Facebook Messenger
(Secret Conversations)

iMessage

Telegram
(Secret Chats)

Many more…

Skype
(Private Conversations)

Signal

Viber

Apps Targeting E2E Security:

Understanding their security is important!

We aim to better understand its goal:
Security against state compromise

Whatsapp alone encrypts ~55 billion messages/day.

These are all based on Open Whisper System’s
Double Ratchet Algorithm. (i.e. the techniques of Signal)

~700 million iPhones in use.



Traditional Encryption Key Updating Encryption
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nowHow does attacker access secrets?
• Steals physical device
• Malware
• Border searches
• Unpatched vulnerabilities
• …

Addressed in practice:
Messaging app designers in practice are trying to 
protect against this threat by updating the secret 
key using ratcheting.
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<latexit sha1_base64="wf/hAz/H6GN2oUdO39YBJyk49RM="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="BDPMi9hInOgx3u7ddcs9rhajoz4="></latexit>

k 2 ~KA \ ~KB
<latexit sha1_base64="wf/hAz/H6GN2oUdO39YBJyk49RM="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="BDPMi9hInOgx3u7ddcs9rhajoz4="></latexit>
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Informal goals:
• Forward security: prior keys or communications remain secure
• Backward security: future keys or communications remain secure

Exactly what threat these goals prevent in practice needs careful consideration …
• Less useful when threat is persistent malware than can directly exfiltrate messages.
• More useful when users delete old messages, malware exfiltrates keys instead of messages, 

malware’s presence limited by software security.

Forward and backward security are of particular interest for secure messaging because 
conversations can be very long lived … a chat session can stay open for a year …

Traditional Encryption Key Updating Encryption
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<latexit sha1_base64="wf/hAz/H6GN2oUdO39YBJyk49RM="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="BDPMi9hInOgx3u7ddcs9rhajoz4="></latexit>

k 2 ~KA \ ~KB
<latexit sha1_base64="wf/hAz/H6GN2oUdO39YBJyk49RM="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="JvQhIT3tAc/LceTcz0bRZOEG4dY="></latexit><latexit sha1_base64="BDPMi9hInOgx3u7ddcs9rhajoz4="></latexit>
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Prior Work

Analyzed entirety of Signal key exchange and ratcheting
Does not model encryption

Introduced ratcheted key exchange and ratcheted encryption.
One-directional communication
Only sender’s state vulnerable

Extended ratcheted key exchange to be bidirectional
Does not model encryption

What security goal does ratcheting achieve?

Formalize it

Show that ratcheting achieves it.
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Prior Work

What security goal does ratcheting achieve?

Formalize it

Show that ratcheting achieves it.

Our Work

What is the BEST POSSIBLE messaging security we can 
achieve in the face of fine-grained state compromise? 

Formalize it

Show how to achieve it.

NOT ratcheting!



Define strongest possible security of a channel against fine-grained state compromise.

Our Contributions

Define Key-Updatable Digital Signatures (KUDS)
Key-Updatable Public-Key Encryption (KUPKE)

Constructions of KUDS and KUPKE.

Proofs that our constructions achieve our strong definitions of security.

1.

2.

3.

5.

4. Construction
KUDS scheme

KUPKE scheme Secure Channel
Hash function
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Changed from proceedings version due to
bugs in security proofs.



Our Threat Model

Our Adversary has:
Complete control of communication.
Ability to arbitrarily and repeatedly expose secrets.

We want the best achievable integrity and privacy.

Does the Double Ratchet Algorithm (Signal) achieve this?
Answer: No. For example an attacker can,

forge messages to an exposed user 

read ciphertexts from an exposed user

and more

One exposure allows perfect MITM
An Implication:

Does this matter in practice?

Hard to say - requires better knowledge of attacks occurring in practice 

Can we just tweak Signal?

all preventable attacks should be prevented

Probably not - seems to require fundamentally different techniques 

This part is preventable.



Init
<latexit sha1_base64="x3klB3pTLN9vlUcDamED8mJl5PU="></latexit><latexit sha1_base64="LwdH0dAX7zwd4Qug/BlJTUm+qhw="></latexit><latexit sha1_base64="LwdH0dAX7zwd4Qug/BlJTUm+qhw="></latexit><latexit sha1_base64="ebNtVCr6tVbUrVU3rXQh4bQip00="></latexit>

�a
<latexit sha1_base64="BRWHG4i4Mur+ZrpvamymTAUgHJA="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="Cw21kBYYEhb123nFOHSG2K96O6E="></latexit>

�b
<latexit sha1_base64="4Jy/RfG8jaA3ImJRQbdc2PKZikM="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="nyt69oLT9iZrVCdNcIfRx8+DUqs="></latexit>

Send
<latexit sha1_base64="H2CLhUyyPfLktu0rPaXHzPtakuo="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="5PTiMPuXIP9trMdKB5Gk7kkLeLE="></latexit>ad

<latexit sha1_base64="cdQAoJLIVJE97SBoUSg8wO5p+XQ="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="hGFsLX2aV8Xej8VlWJ6v98gS/v0="></latexit>

m
<latexit sha1_base64="/19Ysz2pHvOBCFuD8mBaMzkAyAE="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="fS0Hlx/VouWUeUNANYM13FvVSxA="></latexit>

c
<latexit sha1_base64="zMhD7nwy2NnIJM00Gkuz34ULeKs="></latexit><latexit sha1_base64="RV4tIZqnhqrBmj+6yiPATJ4KP3A="></latexit><latexit sha1_base64="RV4tIZqnhqrBmj+6yiPATJ4KP3A="></latexit><latexit sha1_base64="c9w9IOZfpCCCrY+LyYoTqPgpu68="></latexit>

�a
<latexit sha1_base64="BRWHG4i4Mur+ZrpvamymTAUgHJA="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="Cw21kBYYEhb123nFOHSG2K96O6E="></latexit>

Recv
<latexit sha1_base64="k5hDbB9QzHOq0uDkq17IXqVs8sM="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="XMTjaymBO2gXuVusCSgfnIe3J2M="></latexit>

�b
<latexit sha1_base64="4Jy/RfG8jaA3ImJRQbdc2PKZikM="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="nyt69oLT9iZrVCdNcIfRx8+DUqs="></latexit>

ad
<latexit sha1_base64="cdQAoJLIVJE97SBoUSg8wO5p+XQ="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="hGFsLX2aV8Xej8VlWJ6v98gS/v0="></latexit>

m
<latexit sha1_base64="/19Ysz2pHvOBCFuD8mBaMzkAyAE="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="fS0Hlx/VouWUeUNANYM13FvVSxA="></latexit>

�b
<latexit sha1_base64="4Jy/RfG8jaA3ImJRQbdc2PKZikM="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="nyt69oLT9iZrVCdNcIfRx8+DUqs="></latexit>

�a
<latexit sha1_base64="BRWHG4i4Mur+ZrpvamymTAUgHJA="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="Cw21kBYYEhb123nFOHSG2K96O6E="></latexit>

Send
<latexit sha1_base64="H2CLhUyyPfLktu0rPaXHzPtakuo="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="5PTiMPuXIP9trMdKB5Gk7kkLeLE="></latexit>

c
<latexit sha1_base64="zMhD7nwy2NnIJM00Gkuz34ULeKs="></latexit><latexit sha1_base64="RV4tIZqnhqrBmj+6yiPATJ4KP3A="></latexit><latexit sha1_base64="RV4tIZqnhqrBmj+6yiPATJ4KP3A="></latexit><latexit sha1_base64="c9w9IOZfpCCCrY+LyYoTqPgpu68="></latexit>

Recv
<latexit sha1_base64="k5hDbB9QzHOq0uDkq17IXqVs8sM="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="XMTjaymBO2gXuVusCSgfnIe3J2M="></latexit> ad

<latexit sha1_base64="cdQAoJLIVJE97SBoUSg8wO5p+XQ="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="hGFsLX2aV8Xej8VlWJ6v98gS/v0="></latexit>

m
<latexit sha1_base64="/19Ysz2pHvOBCFuD8mBaMzkAyAE="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="fS0Hlx/VouWUeUNANYM13FvVSxA="></latexit>

ad
<latexit sha1_base64="cdQAoJLIVJE97SBoUSg8wO5p+XQ="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="PU9au/QiK2YFDVJgVmoN6QUWuQM="></latexit><latexit sha1_base64="hGFsLX2aV8Xej8VlWJ6v98gS/v0="></latexit>

(Bidirectional) Channel Syntax 
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From

Allows messages to cross “on the wire”,
But preserves message order in either direction. 

Stateful encryption…

Allowing bidirectional communication.

...
...

Send
<latexit sha1_base64="H2CLhUyyPfLktu0rPaXHzPtakuo="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="5PTiMPuXIP9trMdKB5Gk7kkLeLE="></latexit>

Recv
<latexit sha1_base64="k5hDbB9QzHOq0uDkq17IXqVs8sM="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="XMTjaymBO2gXuVusCSgfnIe3J2M="></latexit>

�b
<latexit sha1_base64="4Jy/RfG8jaA3ImJRQbdc2PKZikM="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="nyt69oLT9iZrVCdNcIfRx8+DUqs="></latexit>

�b
<latexit sha1_base64="4Jy/RfG8jaA3ImJRQbdc2PKZikM="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="+IEhjBqSYHxx89zXkQw6q+t3bTI="></latexit><latexit sha1_base64="nyt69oLT9iZrVCdNcIfRx8+DUqs="></latexit>

�a
<latexit sha1_base64="BRWHG4i4Mur+ZrpvamymTAUgHJA="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="Cw21kBYYEhb123nFOHSG2K96O6E="></latexit>

�a
<latexit sha1_base64="BRWHG4i4Mur+ZrpvamymTAUgHJA="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="kxw3g57+pdT+nAgUu3Ej6adZu/A="></latexit><latexit sha1_base64="Cw21kBYYEhb123nFOHSG2K96O6E="></latexit>

Send
<latexit sha1_base64="H2CLhUyyPfLktu0rPaXHzPtakuo="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="kLbzefwZJAJktTvjbZdGhn0CBbQ="></latexit><latexit sha1_base64="5PTiMPuXIP9trMdKB5Gk7kkLeLE="></latexit>

Recv
<latexit sha1_base64="k5hDbB9QzHOq0uDkq17IXqVs8sM="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="ZmiA3QrHw/75GraaxyoN/gtVA1g="></latexit><latexit sha1_base64="XMTjaymBO2gXuVusCSgfnIe3J2M="></latexit>

ad1
<latexit sha1_base64="Y17E0yIGMDqAemh8MriDttTGGYs="></latexit><latexit sha1_base64="y4nC6OEgVlfqfCoTMxXiaqn1ED4="></latexit><latexit sha1_base64="y4nC6OEgVlfqfCoTMxXiaqn1ED4="></latexit><latexit sha1_base64="1OZFmL0LRD5D6QOPCDtxEa3n8AE="></latexit>

ad2
<latexit sha1_base64="OfAzm3pRmpqoKEmSthmpzdl8L5s="></latexit><latexit sha1_base64="3NDanXOh1RGrR3JlY8tkKd756P0="></latexit><latexit sha1_base64="3NDanXOh1RGrR3JlY8tkKd756P0="></latexit><latexit sha1_base64="xs9gO5cs8nKoNYjB2tTYKvvhO00="></latexit>

m1
<latexit sha1_base64="3izPLrD5aaHS1WOYMaTF3usoZ/Y="></latexit><latexit sha1_base64="4im3I08NKhF7RHZCYNMOnT2oAeE="></latexit><latexit sha1_base64="4im3I08NKhF7RHZCYNMOnT2oAeE="></latexit><latexit sha1_base64="b+JP0lcMAWV1KrDKv/uuOfDpFHs="></latexit>

m2
<latexit sha1_base64="xA2uY8mghcLJYhN1uUQQmlWSY4s="></latexit><latexit sha1_base64="DBysbGJt74pCltwzOYg5b7574XM="></latexit><latexit sha1_base64="DBysbGJt74pCltwzOYg5b7574XM="></latexit><latexit sha1_base64="X+6RkhnV+ZGWsQ0gukmxekfPd4Q="></latexit>

ad1
<latexit sha1_base64="Y17E0yIGMDqAemh8MriDttTGGYs="></latexit><latexit sha1_base64="y4nC6OEgVlfqfCoTMxXiaqn1ED4="></latexit><latexit sha1_base64="y4nC6OEgVlfqfCoTMxXiaqn1ED4="></latexit><latexit sha1_base64="1OZFmL0LRD5D6QOPCDtxEa3n8AE="></latexit>

c1
<latexit sha1_base64="FXzLO5WUeOYT1Os49cgxn7MSMZ4="></latexit><latexit sha1_base64="Mw3ug1RJ/gS0UfwK6if8q9dPTD0="></latexit><latexit sha1_base64="Mw3ug1RJ/gS0UfwK6if8q9dPTD0="></latexit><latexit sha1_base64="OmyJsKAf4BeRE1ZpJ4EM2Bx+5kI="></latexit>

c2
<latexit sha1_base64="jmbsKMKQk/TGRZ62ZR3Hgu9Vf3A="></latexit><latexit sha1_base64="5WFY+Dc6wtcQqiuhfXgIcTrEqho="></latexit><latexit sha1_base64="5WFY+Dc6wtcQqiuhfXgIcTrEqho="></latexit><latexit sha1_base64="uGkfVhZCKbhrvcI+7VhyAUC7pKI="></latexit>ad2

<latexit sha1_base64="OfAzm3pRmpqoKEmSthmpzdl8L5s="></latexit><latexit sha1_base64="3NDanXOh1RGrR3JlY8tkKd756P0="></latexit><latexit sha1_base64="3NDanXOh1RGrR3JlY8tkKd756P0="></latexit><latexit sha1_base64="xs9gO5cs8nKoNYjB2tTYKvvhO00="></latexit>

m1
<latexit sha1_base64="3izPLrD5aaHS1WOYMaTF3usoZ/Y="></latexit><latexit sha1_base64="4im3I08NKhF7RHZCYNMOnT2oAeE="></latexit><latexit sha1_base64="4im3I08NKhF7RHZCYNMOnT2oAeE="></latexit><latexit sha1_base64="b+JP0lcMAWV1KrDKv/uuOfDpFHs="></latexit>

m2
<latexit sha1_base64="xA2uY8mghcLJYhN1uUQQmlWSY4s="></latexit><latexit sha1_base64="DBysbGJt74pCltwzOYg5b7574XM="></latexit><latexit sha1_base64="DBysbGJt74pCltwzOYg5b7574XM="></latexit><latexit sha1_base64="X+6RkhnV+ZGWsQ0gukmxekfPd4Q="></latexit>

m
<latexit sha1_base64="/19Ysz2pHvOBCFuD8mBaMzkAyAE="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="f0KG6SnuXDzhCZUDRb+Vk7haoNM="></latexit><latexit sha1_base64="fS0Hlx/VouWUeUNANYM13FvVSxA="></latexit>



Defining security

Send(u,m0,m1, ad)
<latexit sha1_base64="ALSRrH0rkGPhFObXcGB3/r0Uwpk="></latexit><latexit sha1_base64="6YmGjUUPjTkjXj/YazSBJ/7BjSw="></latexit><latexit sha1_base64="6YmGjUUPjTkjXj/YazSBJ/7BjSw="></latexit><latexit sha1_base64="V8VPNT/EwXjzEga1VlddwLVKH/w="></latexit>

Recv(u, c, ad)
<latexit sha1_base64="CCTpzuyabwZROlOIxmkYaZUsRNI="></latexit><latexit sha1_base64="OdjPt4aKYTZKV5MrZiMwgyVTt74="></latexit><latexit sha1_base64="OdjPt4aKYTZKV5MrZiMwgyVTt74="></latexit><latexit sha1_base64="0uuwKQkxMvBvVlUCbbBS6cVW5Eg="></latexit>

• Tell which message is encrypted or
• Forge a new ciphertext

party u encrypts one of two messages

Attacker Goals:

party u receives a ciphertext

party u exposes secret state

Step 1: specify interface

Adversary has:
Complete control of communication.
Ability to expose secrets.
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Exp(u, rand)
<latexit sha1_base64="76P5o6pWTIpKpmPbJxziqoHbeYE="></latexit><latexit sha1_base64="76P5o6pWTIpKpmPbJxziqoHbeYE="></latexit><latexit sha1_base64="76P5o6pWTIpKpmPbJxziqoHbeYE="></latexit><latexit sha1_base64="Y0A7UU9w9AjeBLaY6bZ79lAFWFE="></latexit>

Game INTER

D
Ch

b $ {0, 1}
sI  rI  sR  rR  0

(�I ,�R) $ Ch.Init
(zI , zR) $

(Ch.SendRS)2

(⌘I , ⌘R) $
(Ch.RecvRS)2

b0 $ DSend,Recv,Exp

Return (b0 = b)

Send(u,m0,m1, ad)

If nextop 6= (u, “send”)
and nextop 6= ? then return ?

If |m0| 6= |m1| then return ?
(�u, c) Ch.Send(�u, ad,mb; zu)
nextop ?
su  su + 1 ; zu $ Ch.SendRS
ctableu[su] (c, ad)
Return c

Recv(u, c, ad)

If nextop 6= (u, “recv”)
and nextop 6= ? then return ?

(�u,m) Ch.Recv(�u, ad, c; ⌘u)
nextop ? ; ⌘u $ Ch.RecvRS
If m 6= ? then ru  ru + 1

If b = 0 and (c, ad) 6= ctableu[ru] then
Return m

Return ?

Exp(u, rand)

If nextop 6= ? then return ?
(z, ⌘) (", ")
If rand = “send” then

nextop (u, “send”) ; z  zu
Else if rand = “recv” then

nextop (u, “recv”) ; ⌘  ⌘u
Return (�u, z, ⌘)

<latexit sha1_base64="w7dQ56zjvOJfFLMoiGuKiQuZdYc="></latexit><latexit sha1_base64="w7dQ56zjvOJfFLMoiGuKiQuZdYc="></latexit><latexit sha1_base64="w7dQ56zjvOJfFLMoiGuKiQuZdYc="></latexit><latexit sha1_base64="w7dQ56zjvOJfFLMoiGuKiQuZdYc="></latexit>



Defining security
Step 2: generic attacks

We specified eight attacks that would 
break security of any channel. 

For Example

Expose state of one user 
and create forgery to other

Expose state of one user 
and decrypt ciphertext from other Expose sending randomness of user 

to know which message is encrypted 

Expose state of user 
and decrypt ciphertext from same

Expose state of user 
and create forgery to same

NOT generic attacks
(i.e. attacks we require security against)
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Adversary DSend,Recv,Exp
1

(�, z, ⌘) Exp(I, ")
n maxc2[Ch.Send(�,",1)] |c|
m $ {0, 1}n+2

c  Send(I,m, 1, ")
If |c|  n then return 1

Return 0

Adversary DSend,Recv,Exp
2

c  Send(I, 1, 1, ")
m Recv(R, c, ")
If m = ? then return 1

Return 0

Adversary DSend,Recv,Exp
3

(�, z, ⌘) Exp(I, ")
(�, c) $ Ch.Send(�, ", 1)
m Recv(R, c, ")
If m = ? then return 1

Return 0

Adversary DSend,Recv,Exp
3.1

(�, z, ⌘) Exp(I, ")
(�, c) $ Ch.Send(�, ", 1)
m Recv(R, c, ")
(�, c) $ Ch.Send(�, ", 1)
m Recv(R, c, ")
If m = ? then return 1

Return 0

Adversary DSend,Recv,Exp
3.2

(�, z, ⌘) Exp(I, ")
(�, c) $ Ch.Send(�, ", 1)
m Recv(R, c, ")
c  Send(R, 0, 1, ")
(�,m) $ Ch.Recv(�, ", c)
If m = 1 then return 1

Return 0

Adversary DSend,Recv,Exp
4

c  Send(I, 0, 1, ")
(�, z, ⌘) Exp(R, ")
(�,m) $ Ch.Recv(�, ", c)
If m = 1 then return 1

Return 0

Adversary DSend,Recv,Exp
5

(�, z, ⌘) Exp(R, ")
c  Send(I, 0, 1, ")
(�,m) $ Ch.Recv(�, ", c)
If m = 1 then return 1

Return 0

Adversary DSend,Recv,Exp
6

(�, z, ⌘) Exp(I, “send”)
(�, c) Ch.Send(�, ", 1; z)
c0  Send(I, 0, 1, ")
If c0 = c then return 1

Return 0

<latexit sha1_base64="H6PdvJFiV/bWZM/ZXX+DMrqhdlw="></latexit><latexit sha1_base64="H6PdvJFiV/bWZM/ZXX+DMrqhdlw="></latexit><latexit sha1_base64="H6PdvJFiV/bWZM/ZXX+DMrqhdlw="></latexit><latexit sha1_base64="H6PdvJFiV/bWZM/ZXX+DMrqhdlw="></latexit>



Defining security
Step 3: augment interface

Added minimal restrictions to disallow generic attacks

Our security definition AEAC: 
(Authenticated encryption against compromise)

Some implications
Users can’t forge to self

Users can’t read own ciphertexts

After decrypting a ciphertext lose ability to decrypt it

After sending ciphertext lose ability to authenticate it

We achieve with new forms of 

PKE
DS

After decrypting a forged ciphertext unable to encrypt to / decrypt from valid partner.
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Key-Updatable Digital Signature Schemes

From a forward-secure DS scheme.

Augment DS scheme with algorithms to update keys with respect to arbitrary strings. 
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Syntax

Security

Construction

New Public Key Primitives

Variant of (one-time) strong unforgeability.

Sign(m)
<latexit sha1_base64="cr2gUQ3mb8CLnJ1DTBG1dJ62y4U="></latexit><latexit sha1_base64="6RVSzSQk9GJaGMPuAjKMk1Nc1vk="></latexit><latexit sha1_base64="6RVSzSQk9GJaGMPuAjKMk1Nc1vk="></latexit><latexit sha1_base64="6HcGqcoMoJl/OJ/8Q6lWt2XeO54="></latexit>

Upd(�)
<latexit sha1_base64="BZwu8ZgaQniHn/1hhZVCsE+WZcg="></latexit><latexit sha1_base64="zsWZqP1HNwjD45Q2iL3jsmTxq1E="></latexit><latexit sha1_base64="zsWZqP1HNwjD45Q2iL3jsmTxq1E="></latexit><latexit sha1_base64="vbABhHO6ZaNUoYX26pDM8k0ZAhU="></latexit><latexit sha1_base64="Q+OdEVadLP/ozJH5jSqPqZtGZgM="></latexit><latexit sha1_base64="Q+OdEVadLP/ozJH5jSqPqZtGZgM="></latexit><latexit sha1_base64="spS2g4VD8qqmyZA6KBTmobY/wrI="></latexit><latexit sha1_base64="spS2g4VD8qqmyZA6KBTmobY/wrI="></latexit><latexit sha1_base64="zsWZqP1HNwjD45Q2iL3jsmTxq1E="></latexit><latexit sha1_base64="zsWZqP1HNwjD45Q2iL3jsmTxq1E="></latexit><latexit sha1_base64="zsWZqP1HNwjD45Q2iL3jsmTxq1E="></latexit><latexit sha1_base64="zsWZqP1HNwjD45Q2iL3jsmTxq1E="></latexit><latexit sha1_base64="spS2g4VD8qqmyZA6KBTmobY/wrI="></latexit>

Exp()
<latexit sha1_base64="F8l6Q94vLnM7u03yWVHJRCdTyyg="></latexit><latexit sha1_base64="XdrszCl5hmR/6VIO3jlON+L9jZA="></latexit><latexit sha1_base64="XdrszCl5hmR/6VIO3jlON+L9jZA="></latexit><latexit sha1_base64="LkqDJGTFmx6bMTdAfvYIz11VZ3s="></latexit>

Forgery to a sequence of updates      disallowed if exposed key for ~�2 v ~�1
<latexit sha1_base64="eG+Y4Tq9WUiUr9jnoZS7S0k3Lho="></latexit><latexit sha1_base64="vuwnUd12X6Mp2H1CDi/MlLbCPCM="></latexit><latexit sha1_base64="vuwnUd12X6Mp2H1CDi/MlLbCPCM="></latexit><latexit sha1_base64="CmnnFhhcneTnwwl4F00YZrdtQRk="></latexit>

~�1
<latexit sha1_base64="YDslqF9BcVYvvNupw0JnGHePJMo="></latexit><latexit sha1_base64="jRINRQ12oHsFS+x+eO+4SdSo8pQ="></latexit><latexit sha1_base64="jRINRQ12oHsFS+x+eO+4SdSo8pQ="></latexit><latexit sha1_base64="NbQJvP7ocaMkdow8r3o1y9BDs3k="></latexit>

To update key, sign update string then evolve to future key.

�
<latexit sha1_base64="wVDvHEq8XThYb9Zo6q4DMJouez8="></latexit><latexit sha1_base64="bC2qZ1uaYi6uBXcapY1+2bhNK+0="></latexit><latexit sha1_base64="bC2qZ1uaYi6uBXcapY1+2bhNK+0="></latexit><latexit sha1_base64="IScIwBH/jc+N9IpY9Y+5kEAes2I="></latexit>

Sign
<latexit sha1_base64="XxXZHJJfPk/P76KkbIdRE+zjIUQ="></latexit><latexit sha1_base64="AI1nfAhzdicRqMI8DFYoMdZdYqE="></latexit><latexit sha1_base64="AI1nfAhzdicRqMI8DFYoMdZdYqE="></latexit><latexit sha1_base64="RzsDmSanhaJmhCMGTd9JV931U5U="></latexit>

Vrfy
<latexit sha1_base64="wSYqd3JIWfODCl9TjJUsBuCLSIM="></latexit><latexit sha1_base64="G2im7n7YEzdNeh1fH9FNwpVNlt4="></latexit><latexit sha1_base64="G2im7n7YEzdNeh1fH9FNwpVNlt4="></latexit><latexit sha1_base64="D5cunYdjFNXYaZmWhccwtKLL56M="></latexit>m

<latexit sha1_base64="X0Z3IyC5XWO8R0FHywl1BBVK7Ak="></latexit><latexit sha1_base64="TC4rEBDbzLeI+L9gpjbb9gpYrhw="></latexit><latexit sha1_base64="TC4rEBDbzLeI+L9gpjbb9gpYrhw="></latexit><latexit sha1_base64="uWDv8Zdnt+RnjUf2bR12iXDmTU8="></latexit>

“accept”
<latexit sha1_base64="rMbb+VwezmRSEVK9CSk0tlCAOoE="></latexit><latexit sha1_base64="rMbb+VwezmRSEVK9CSk0tlCAOoE="></latexit><latexit sha1_base64="rMbb+VwezmRSEVK9CSk0tlCAOoE="></latexit><latexit sha1_base64="rMbb+VwezmRSEVK9CSk0tlCAOoE="></latexit>

“reject”
<latexit sha1_base64="fAWl7ResFyUAFWPCf2TfuiCxVuo="></latexit><latexit sha1_base64="fAWl7ResFyUAFWPCf2TfuiCxVuo="></latexit><latexit sha1_base64="fAWl7ResFyUAFWPCf2TfuiCxVuo="></latexit><latexit sha1_base64="fAWl7ResFyUAFWPCf2TfuiCxVuo="></latexit>

sk
<latexit sha1_base64="tBowlzvH0soX2+3gYeXpVbe5o6A="></latexit><latexit sha1_base64="oXjMhfwXEPNE2VzP8fry0IguNlM="></latexit><latexit sha1_base64="oXjMhfwXEPNE2VzP8fry0IguNlM="></latexit><latexit sha1_base64="+ek+DP5bV43XE/ruNJ5hlwvcwvg="></latexit>

vk
<latexit sha1_base64="vd5yXfTINJ3Ng/pF1hxTniiF+g0="></latexit><latexit sha1_base64="ins5BzOxZQ+cGofiDpehIAPlb30="></latexit><latexit sha1_base64="ins5BzOxZQ+cGofiDpehIAPlb30="></latexit><latexit sha1_base64="Kn9HOxAjmlhcNkcHjDp2APdeQB0="></latexit>

Algorithm DSKU.UpdSk(sk,�)

(skKE, i,⌃) sk
⌃[i] $ DSKE.Sign(skKE, 0 k�)

skKE $ DSKE.Up(skKE)

sk  (skKE, i+ 1,⌃)

Return sk
<latexit sha1_base64="N0ekJRH34zyPWE6+3kzqxGJ7GOk="></latexit><latexit sha1_base64="N0ekJRH34zyPWE6+3kzqxGJ7GOk="></latexit><latexit sha1_base64="N0ekJRH34zyPWE6+3kzqxGJ7GOk="></latexit><latexit sha1_base64="N0ekJRH34zyPWE6+3kzqxGJ7GOk="></latexit>

�
<latexit sha1_base64="7OVrIkVri+celQnIS4WlTbjtqb0="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="zf6vKHv60fktRUM0Q1myCa3VE9E="></latexit>

sk
<latexit sha1_base64="tBowlzvH0soX2+3gYeXpVbe5o6A="></latexit><latexit sha1_base64="oXjMhfwXEPNE2VzP8fry0IguNlM="></latexit><latexit sha1_base64="oXjMhfwXEPNE2VzP8fry0IguNlM="></latexit><latexit sha1_base64="+ek+DP5bV43XE/ruNJ5hlwvcwvg="></latexit>

sk
<latexit sha1_base64="tBowlzvH0soX2+3gYeXpVbe5o6A="></latexit><latexit sha1_base64="oXjMhfwXEPNE2VzP8fry0IguNlM="></latexit><latexit sha1_base64="oXjMhfwXEPNE2VzP8fry0IguNlM="></latexit><latexit sha1_base64="+ek+DP5bV43XE/ruNJ5hlwvcwvg="></latexit>UpdSk

<latexit sha1_base64="KiBSTwto8DnyliBY/XVgqUaPTug="></latexit><latexit sha1_base64="3JMchqVjXLgE7FINjlA4EEmAGD0="></latexit><latexit sha1_base64="3JMchqVjXLgE7FINjlA4EEmAGD0="></latexit><latexit sha1_base64="WVjjzalKmLsjgSjcQOY6ERYoz3A="></latexit> �
<latexit sha1_base64="7OVrIkVri+celQnIS4WlTbjtqb0="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="zf6vKHv60fktRUM0Q1myCa3VE9E="></latexit>

vk
<latexit sha1_base64="vd5yXfTINJ3Ng/pF1hxTniiF+g0="></latexit><latexit sha1_base64="ins5BzOxZQ+cGofiDpehIAPlb30="></latexit><latexit sha1_base64="ins5BzOxZQ+cGofiDpehIAPlb30="></latexit><latexit sha1_base64="Kn9HOxAjmlhcNkcHjDp2APdeQB0="></latexit> vk

<latexit sha1_base64="vd5yXfTINJ3Ng/pF1hxTniiF+g0="></latexit><latexit sha1_base64="ins5BzOxZQ+cGofiDpehIAPlb30="></latexit><latexit sha1_base64="ins5BzOxZQ+cGofiDpehIAPlb30="></latexit><latexit sha1_base64="Kn9HOxAjmlhcNkcHjDp2APdeQB0="></latexit>UpdVk
<latexit sha1_base64="n8DVhUnwpvL5GtFtTkV87nH3puk="></latexit><latexit sha1_base64="V9Bpso3YXq6sn+0BiAC0GQdlnKw="></latexit><latexit sha1_base64="V9Bpso3YXq6sn+0BiAC0GQdlnKw="></latexit><latexit sha1_base64="U3gL4aZ+/e7Qu9b6cAY/vPMXoaQ="></latexit>
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Immediate from a hierarchical identity-based encryption scheme. 
(Update strings correspond to HIBE identities.)

Augment PKE scheme with algorithms to update keys with respect to arbitrary strings. 

New Public Key PrimitivesKey-Updatable Public Key Encryption

Enc(m0,m1, `)
<latexit sha1_base64="L9nDnSTxPOjnWq1n7MtVVtqGiI8="></latexit><latexit sha1_base64="oxztXY7g+tVvnkzlzeXVg2E6zcc="></latexit><latexit sha1_base64="oxztXY7g+tVvnkzlzeXVg2E6zcc="></latexit><latexit sha1_base64="HMy1dfkAJGEn6ZNw2QBZbOBiqDs="></latexit>

Dec(c, `)
<latexit sha1_base64="Pczwuxw4gkizry0+yi+bUdy97l8="></latexit><latexit sha1_base64="D7FQ6WKMbslH5VXyJ9P9SjB/rfY="></latexit><latexit sha1_base64="D7FQ6WKMbslH5VXyJ9P9SjB/rfY="></latexit><latexit sha1_base64="Sxatiok+USAvXr5FEB4SihHOnBg="></latexit>

Syntax

Security

Construction

Variant of CCA-security with labels

UpdDk()
<latexit sha1_base64="0cQFWbk2nIJ5SAfkuZ2N6ZAw5bE="></latexit><latexit sha1_base64="kzwmhu/bq6xGF6mwxiL4TFNKIY8="></latexit><latexit sha1_base64="kzwmhu/bq6xGF6mwxiL4TFNKIY8="></latexit><latexit sha1_base64="6z04+5I2GKQ46cQzSVZany18YWo="></latexit>

UpdEk()
<latexit sha1_base64="WhQY0s4ODfvhTz5rWaAUBckpnXw="></latexit><latexit sha1_base64="6F0OtmAgquGuWmp7vtsHsllGuX0="></latexit><latexit sha1_base64="6F0OtmAgquGuWmp7vtsHsllGuX0="></latexit><latexit sha1_base64="BsHg3GzxWFUHP46Wy7XBH0KJDdY="></latexit>

Exp()
<latexit sha1_base64="F8l6Q94vLnM7u03yWVHJRCdTyyg="></latexit><latexit sha1_base64="XdrszCl5hmR/6VIO3jlON+L9jZA="></latexit><latexit sha1_base64="XdrszCl5hmR/6VIO3jlON+L9jZA="></latexit><latexit sha1_base64="LkqDJGTFmx6bMTdAfvYIz11VZ3s="></latexit>

ek
<latexit sha1_base64="bgHQf6E7SGNlD5jJH/Ox/VP5QzE="></latexit><latexit sha1_base64="VVTVOyvLIDlggdp0b8mxtoGU35g="></latexit><latexit sha1_base64="VVTVOyvLIDlggdp0b8mxtoGU35g="></latexit><latexit sha1_base64="hwSF9Xrm4JEP7lwT+LcSCuqUIKI="></latexit>

dk
<latexit sha1_base64="sO4aks3NnF5+RH5JOKTLzcEVPgI="></latexit><latexit sha1_base64="XBtiB1n6/Klrosv8O+kHS39ulKk="></latexit><latexit sha1_base64="XBtiB1n6/Klrosv8O+kHS39ulKk="></latexit><latexit sha1_base64="xPlUKJZB6sHxrOKZRC7fS0vu0aE="></latexit>

m
<latexit sha1_base64="X0Z3IyC5XWO8R0FHywl1BBVK7Ak="></latexit><latexit sha1_base64="TC4rEBDbzLeI+L9gpjbb9gpYrhw="></latexit><latexit sha1_base64="TC4rEBDbzLeI+L9gpjbb9gpYrhw="></latexit><latexit sha1_base64="uWDv8Zdnt+RnjUf2bR12iXDmTU8="></latexit>

c
<latexit sha1_base64="vWPiLoZIq9ITF3AY7LKouj/wFX0="></latexit><latexit sha1_base64="EbzZb3Td4HiKS+0xpm63iA0QOiw="></latexit><latexit sha1_base64="EbzZb3Td4HiKS+0xpm63iA0QOiw="></latexit><latexit sha1_base64="GjZwdjAatukSbzGZ/kEeXSQUe/0="></latexit>

Enc
<latexit sha1_base64="T1QHf/z+kIJv8DnjRd6YlgRmXIg="></latexit><latexit sha1_base64="pMr/ZtfY5DXdrcYdJLnAWoxaaa4="></latexit><latexit sha1_base64="pMr/ZtfY5DXdrcYdJLnAWoxaaa4="></latexit><latexit sha1_base64="3M3S3yB603bYKmclrjBuhKpg/yo="></latexit> m

<latexit sha1_base64="X0Z3IyC5XWO8R0FHywl1BBVK7Ak="></latexit><latexit sha1_base64="TC4rEBDbzLeI+L9gpjbb9gpYrhw="></latexit><latexit sha1_base64="TC4rEBDbzLeI+L9gpjbb9gpYrhw="></latexit><latexit sha1_base64="uWDv8Zdnt+RnjUf2bR12iXDmTU8="></latexit>

Dec
<latexit sha1_base64="sYQcfb3kUjzsEYjSSzSIk/7THGA="></latexit><latexit sha1_base64="Hs76pqBC/ea5PWnLfjBahK2gKbk="></latexit><latexit sha1_base64="Hs76pqBC/ea5PWnLfjBahK2gKbk="></latexit><latexit sha1_base64="80BYlQcU5v0mW6IK+mHJ8oPUghc="></latexit>

`
<latexit sha1_base64="nLB28wsUpLFCuLFAFlSTvDFpsXU="></latexit><latexit sha1_base64="hSf516SKUzvgOrLvEUiotdsoK/Q="></latexit><latexit sha1_base64="hSf516SKUzvgOrLvEUiotdsoK/Q="></latexit><latexit sha1_base64="vs1r4J3GMtMRed0lRQkXVgTw5kk="></latexit>

�
<latexit sha1_base64="7OVrIkVri+celQnIS4WlTbjtqb0="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="zf6vKHv60fktRUM0Q1myCa3VE9E="></latexit>

UpdEk
<latexit sha1_base64="nc/hjVENRTpRg7uPtuNHMd/0d04="></latexit><latexit sha1_base64="og+1QksUgg9HcyxDwK/GWiYUAcY="></latexit><latexit sha1_base64="og+1QksUgg9HcyxDwK/GWiYUAcY="></latexit><latexit sha1_base64="XfLVqZ7TuChYwWRT6MJVhedwDlU="></latexit>

ek
<latexit sha1_base64="bgHQf6E7SGNlD5jJH/Ox/VP5QzE="></latexit><latexit sha1_base64="VVTVOyvLIDlggdp0b8mxtoGU35g="></latexit><latexit sha1_base64="VVTVOyvLIDlggdp0b8mxtoGU35g="></latexit><latexit sha1_base64="hwSF9Xrm4JEP7lwT+LcSCuqUIKI="></latexit> ek

<latexit sha1_base64="bgHQf6E7SGNlD5jJH/Ox/VP5QzE="></latexit><latexit sha1_base64="VVTVOyvLIDlggdp0b8mxtoGU35g="></latexit><latexit sha1_base64="VVTVOyvLIDlggdp0b8mxtoGU35g="></latexit><latexit sha1_base64="hwSF9Xrm4JEP7lwT+LcSCuqUIKI="></latexit> �
<latexit sha1_base64="7OVrIkVri+celQnIS4WlTbjtqb0="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="Uo7ZeFGHH8Qs03YzXrujDzBjqAc="></latexit><latexit sha1_base64="zf6vKHv60fktRUM0Q1myCa3VE9E="></latexit>

UpdDk
<latexit sha1_base64="UoXW2s70RUEz2Zpw18nD/BnIC1k="></latexit><latexit sha1_base64="mqyzmZ9ZCcmLkiDyNo85vhyQ3qY="></latexit><latexit sha1_base64="mqyzmZ9ZCcmLkiDyNo85vhyQ3qY="></latexit><latexit sha1_base64="NybhBXKSbSwkJBOWoWyeYAK2EfI="></latexit>

dk
<latexit sha1_base64="sO4aks3NnF5+RH5JOKTLzcEVPgI="></latexit><latexit sha1_base64="XBtiB1n6/Klrosv8O+kHS39ulKk="></latexit><latexit sha1_base64="XBtiB1n6/Klrosv8O+kHS39ulKk="></latexit><latexit sha1_base64="xPlUKJZB6sHxrOKZRC7fS0vu0aE="></latexit> dk

<latexit sha1_base64="sO4aks3NnF5+RH5JOKTLzcEVPgI="></latexit><latexit sha1_base64="XBtiB1n6/Klrosv8O+kHS39ulKk="></latexit><latexit sha1_base64="XBtiB1n6/Klrosv8O+kHS39ulKk="></latexit><latexit sha1_base64="xPlUKJZB6sHxrOKZRC7fS0vu0aE="></latexit>

Challenge query to sequence of updates      disallowed if exposed key for ~�2 v ~�1
<latexit sha1_base64="eG+Y4Tq9WUiUr9jnoZS7S0k3Lho="></latexit><latexit sha1_base64="vuwnUd12X6Mp2H1CDi/MlLbCPCM="></latexit><latexit sha1_base64="vuwnUd12X6Mp2H1CDi/MlLbCPCM="></latexit><latexit sha1_base64="CmnnFhhcneTnwwl4F00YZrdtQRk="></latexit>

~�1
<latexit sha1_base64="YDslqF9BcVYvvNupw0JnGHePJMo="></latexit><latexit sha1_base64="jRINRQ12oHsFS+x+eO+4SdSo8pQ="></latexit><latexit sha1_base64="jRINRQ12oHsFS+x+eO+4SdSo8pQ="></latexit><latexit sha1_base64="NbQJvP7ocaMkdow8r3o1y9BDs3k="></latexit>



Algorithm SCh.Send(�, ad,m)

(s, r, rack , sk, vk, ek,dk, hk, ⌧r ,~⌧s) � ; s s+ 1

(sk0, vk0
) $ DS.Kg ; (ek0,dk[s]) $ PKE.Kg

` (s, r, ad, vk0, ek0, ⌧r ,~⌧s[s� 1])

(ek0, c0) $ PKE.Enc(ek, `,m,~⌧s[rack + 1, . . . , s� 1])

v  (c0, `) ; � $ DS.Sign(sk, v)
c  (�, v) ; ~⌧s[s] H.Ev(hk, c)
�  (s, r, rack , sk0, vk, ek,dk, hk, ⌧r ,~⌧s)
Return (�, c)

<latexit sha1_base64="0YY1++LMB2l839hPO7A74hcsdjg="></latexit><latexit sha1_base64="0YY1++LMB2l839hPO7A74hcsdjg="></latexit><latexit sha1_base64="0YY1++LMB2l839hPO7A74hcsdjg="></latexit><latexit sha1_base64="0YY1++LMB2l839hPO7A74hcsdjg="></latexit>

Our Construction
Sent/Received Counters

Signing/Encryption Keys

Verification/Decryption Keys

Sent/Received “Transcripts”

Hash Function Key

State stored by each party
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Privacy from PKE.

Integrity from DS

Counter prevents reordering

New keys with every message
(Forward/Backward security)

Key-updates (Forward security)
• ek/vk updated with sent transcripts
• dk/sk update with received transcripts

Channel
KUPKE scheme

Hash function
KUDS scheme

PKE
<latexit sha1_base64="nvapzRTD8VUI7nsV2XicOeBtMkg="></latexit><latexit sha1_base64="AwkRYQKSkmn8k23+m1PrQyUOlTk="></latexit><latexit sha1_base64="AwkRYQKSkmn8k23+m1PrQyUOlTk="></latexit><latexit sha1_base64="OXtWDwUPQGkP1POSNNxxcfKFS8E="></latexit>

DS
<latexit sha1_base64="iKPmm84PufGEebc/wl/BrAHiCc0="></latexit><latexit sha1_base64="lRnWfJWqAht1MrZy3tR9ekPZ/uQ="></latexit><latexit sha1_base64="lRnWfJWqAht1MrZy3tR9ekPZ/uQ="></latexit><latexit sha1_base64="HpEt411seywAbe/T49O+N2WpagM="></latexit>

H
<latexit sha1_base64="7f3caa2enkSbiJHq2yxfA7qXIYI="></latexit><latexit sha1_base64="XZoQ6oaZ1A2a8QKiRKiQ27dFfgA="></latexit><latexit sha1_base64="XZoQ6oaZ1A2a8QKiRKiQ27dFfgA="></latexit><latexit sha1_base64="Rc6KE5K0lV48yrL3WOfsqr9UPkQ="></latexit>

CH[DS,PKE,H]
<latexit sha1_base64="XkKeZlvlCgv6rWMH8QSNrNgfu7s="></latexit><latexit sha1_base64="JpIdfO958qdcbmMMPsJdP1DNYGg="></latexit><latexit sha1_base64="JpIdfO958qdcbmMMPsJdP1DNYGg="></latexit><latexit sha1_base64="submVvzWzMYKqYkOypEi9IDmLAE="></latexit>

Paper has 9 attacks against variants

sk/ek
<latexit sha1_base64="1mThOiSU0cChUKeM3YErUwPiS1Q="></latexit><latexit sha1_base64="1mThOiSU0cChUKeM3YErUwPiS1Q="></latexit><latexit sha1_base64="1mThOiSU0cChUKeM3YErUwPiS1Q="></latexit><latexit sha1_base64="qkriU0teGcLzxoyHcSzO0X76ruI="></latexit>

vk/ ~dk
<latexit sha1_base64="SPd2jx2+1RnkVBJgIyHygsf6ZCk="></latexit><latexit sha1_base64="SPd2jx2+1RnkVBJgIyHygsf6ZCk="></latexit><latexit sha1_base64="SPd2jx2+1RnkVBJgIyHygsf6ZCk="></latexit><latexit sha1_base64="ks/Y2ugeVXAcyfsp6ZSPi7gWsOk="></latexit>

hk
<latexit sha1_base64="g+cRv2idF3T4P1sTQZAEZ6PERGU="></latexit><latexit sha1_base64="g+cRv2idF3T4P1sTQZAEZ6PERGU="></latexit><latexit sha1_base64="g+cRv2idF3T4P1sTQZAEZ6PERGU="></latexit><latexit sha1_base64="uuWL+apPyDFZDmSz1KJyfAr8RJI="></latexit>

s/r
<latexit sha1_base64="ukCa08FReMquPX1sAQ9/FV0FRrU="></latexit><latexit sha1_base64="ukCa08FReMquPX1sAQ9/FV0FRrU="></latexit><latexit sha1_base64="ukCa08FReMquPX1sAQ9/FV0FRrU="></latexit><latexit sha1_base64="7zfHZEW1dLmGrI7G1SEwgAlR0fY="></latexit>

⌧r/~⌧s
<latexit sha1_base64="4+R7UsgzDxbGFONVCyksWKw2YNU="></latexit><latexit sha1_base64="4+R7UsgzDxbGFONVCyksWKw2YNU="></latexit><latexit sha1_base64="4+R7UsgzDxbGFONVCyksWKw2YNU="></latexit><latexit sha1_base64="YUgz4C7y4K3ZLFhcZLlnqPBnlbo="></latexit>



Security of our Bidirectional Channel
Theorem: Suppose
•    is collision-resistant.
•      is a UFEXP-secure and UNIQ-secure KUDS scheme.
•          is an INDEXP-secure KUPKE scheme.

Then our channel,                                                      is AEAC-secure.

Concretely: DGiven adversary (making q queries) we build adversaries
such that

AdvaeacSCh,D  2(q2�µ + AdvcrH,AH
+ AdvufexpDS,ADS

+ AdvuniqDS,BDS
) + AdvindexpPKE,APKE

<latexit sha1_base64="9yT9gEWfOHlCsW0feSA09LD7SHw="></latexit><latexit sha1_base64="/VnOzeOWoxnlxHRxlNtPFcJWtpg="></latexit><latexit sha1_base64="/VnOzeOWoxnlxHRxlNtPFcJWtpg="></latexit><latexit sha1_base64="aO1Ng1PdbEIxrKtjbbLB70oeIuo="></latexit>

AH, ADS, BDS, APKE
<latexit sha1_base64="z6aSzhFjV4+X5qB2upb9Vk5x1h8="></latexit><latexit sha1_base64="z6aSzhFjV4+X5qB2upb9Vk5x1h8="></latexit><latexit sha1_base64="z6aSzhFjV4+X5qB2upb9Vk5x1h8="></latexit><latexit sha1_base64="z6aSzhFjV4+X5qB2upb9Vk5x1h8="></latexit>

Where

H
<latexit sha1_base64="CoXqufitWVEH7w2lqeBrwxQnoQU="></latexit><latexit sha1_base64="/dM4nRcDzkKBQRHlcIBosre9Jkg="></latexit><latexit sha1_base64="/dM4nRcDzkKBQRHlcIBosre9Jkg="></latexit><latexit sha1_base64="wT04WimD5Wy0P9ZxDQRBHohoOIY="></latexit>

DS
<latexit sha1_base64="g2hOjd1bFdU3l4CtJuxQLm74rrE="></latexit><latexit sha1_base64="aEyfMqJOXmk4rinDICDegRCQ628="></latexit><latexit sha1_base64="aEyfMqJOXmk4rinDICDegRCQ628="></latexit><latexit sha1_base64="8OyDJi1UyKAOArN9K19zHM8GrWg="></latexit>

PKE
<latexit sha1_base64="NENEnPPFHFtHh49xl1L64h69RC4="></latexit><latexit sha1_base64="DaOOyOc/iGjSPdhjgjmwyPZ3YM4="></latexit><latexit sha1_base64="DaOOyOc/iGjSPdhjgjmwyPZ3YM4="></latexit><latexit sha1_base64="mK0mBFZ3Oijc/GXVlrYse6LymN8="></latexit>

SCh = SCH[DS,PKE,H]
<latexit sha1_base64="I2ttQjirieMdX0J6irO6QDvux8U="></latexit><latexit sha1_base64="9SfhI5Ba0F6LEIGV+pBA/C/Ar58="></latexit><latexit sha1_base64="9SfhI5Ba0F6LEIGV+pBA/C/Ar58="></latexit><latexit sha1_base64="mEPEq9wv654sbyq6oI5wodHFv0I="></latexit>

µ = H1(DS.Kg) + H1(PKE.Kg) + H1(PKE.Enc)
<latexit sha1_base64="IRKCrprJTXtMznUFNo4QxXjtn1k="></latexit><latexit sha1_base64="IRKCrprJTXtMznUFNo4QxXjtn1k="></latexit><latexit sha1_base64="IRKCrprJTXtMznUFNo4QxXjtn1k="></latexit><latexit sha1_base64="IRKCrprJTXtMznUFNo4QxXjtn1k="></latexit>

Step 1: Integrity.
Proof

Step 2: Privacy.

Substep 1.1: Cannot predict future ciphertext. (Min-entropy)
Substep 1.2: Cannot cause transcript collision. (HF security)
Substep 1.3: Cannot forge signatures. (DS security)

Substep 2.1: Cannot send ciphertext with new signature. (DS uniqueness)
Substep 2.2: Encryption is secure. (PKE security)
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Subtle proof step missed by some related papers 

Tight reduction to multi-user security of underlying primitives.



Thanks! Any questions?
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