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o Time = Memory = Samples, slightly subexponential
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What is LPN?

Learning Parity with Noise (LPN) Problem

Given: (a;, (a;,s) +¢;), a; & F5, Prle;=1]=7< %
Find: s € F§

o Cryptographic applications [HBO1, Ale03, HKL™12, DV13]

« Solve LPN: BKW algorithm [BKWO00]
o Time = Memory = Samples, slightly subexponential
o only small experiments [BTV16, EKM17]

o Goal: BKW-variant applicable for any given memory
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(al, (al, S> =F 61)
(az, <az, S> + 62)
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e a; = (1,0,0,... ,O) = (a;, (ai,s> aF €i) = (ai,sl +e;)
o Majority vote!

BKW Theorem [BKW00, LFO06]

BKW solves LPN in time, memory and sample complexity 2/108k.
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c-sum Observation
L $ 0000
_____ $ 0101
_____ $ 0000 _ A
ISttt number of c-sums increases exponentially in ¢
————— SIS 0101 = much smaller list (save Memory & Samples)

c-sum-Problem (c-SP)

Given a list L of N uniformly distributed elements from F§.
Find N combinations of ¢ elements from L that each add up to 0°.
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number of c-sums increases exponentially in ¢
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N > 9b/(c—1)

c-sum-Problem (c-SP)

Given a list L of N uniformly distributed elements from F§.
Find N combinations of ¢ elements from L that each add up to 0°.
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$ 0000

number of c-sums increases exponentially in ¢
= much smaller list (save Memory & Samples)

N = 9b/(c=1)

Main Idea: solve c-SP repeatedly on stripes

c-sum-Problem (c-SP)

Given a list L of N uniformly distributed elements from F§.
Find N combinations of ¢ elements from L that each add up to 0°.
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N $ 1
Memory Time

c-sum-BKW Theorem
LPN can be solved in time 7" and memory/samples M:
T=T.sp and M =N
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c-sum-naive Algorithm

Input: list L of size N
foreach (¢ — 1)-sum x of L do
L if x € L then

| save c-sum
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c-sum-naive Algorithm

Input: list L of size N
foreach (¢ — 1)-sum x of L do
L if x € L then

| save c-sum

c-sum-naive Theorem

c-sum-naive solves the c-sum-Problem in time 7" and Memory M:

T=N"'and M =N

Dissection-BKW|CRYPTO 2018, Santa Barbara|August 20th 2018 7/13



RUHR-UNIVERSITAT BOCHUM .
h "
Horst G g "

First TMTO for BKW

forst Gortz Institut
fur IT-Sicherheit B

c-sum-naive-BKW Theorem

c-sum-naive-BKW solves LPN in time 7" and memory/samples M:

k 1 k
logT' =logc- —— and logM = e
c—1 logk

log k
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c-sum-naive-BKW solves LPN in time 7" and memory/samples M:

log c k

logT =1 : d logM = :
= £ log k st e c—1 logk

4 - -
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c-sum-naive-BKW solves LPN in time 7" and memory/samples M:

log c k
logT =1 . d logM = .
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Schroeppel-Shamir Theorem [SS81, HGJ10]

Schroeppel-Shamir solves the 4-sum Problem in time 7', memory M:

T=N?and M=N
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Schroeppel-Shamir Theorem [SS81, HGJ10]

Schroeppel-Shamir solves the 4-sum Problem in time 7', memory M:

T=N?and M=N

Dissection Theorem [DDKS12]

Dissection solves the c-sum Problem in time T" and memory M:

T=N"Veand M =N
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Dissection-BKW Theorem

Dissection-BKW solves LPN in time 7" and memory/samples M:

logT = (1 — 2/\/E> -logc-

logc k

and log M =

k
log k c—1 logk
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Dissection-BKW Theorem

Dissection-BKW solves LPN in time 7" and memory/samples M:

k logc k
logT = (1 —2/\/E> -logec- Togk and log M = c—1 Togk
****

*®

*
3 * i

*
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2r * i
*
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02 04 06 08 1
M
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Dissection-BKW Theorem

Dissection-BKW solves LPN in time 7" and memory/samples M:

k logc k
logT'=(1—2/+/c)-logec-—— and log M = .
s ( /\/_> s log k s c—1 logk
4 ‘ ’%{ ‘ *c—sum—‘naive—BI‘(w B
x5 +Dissection-BKW
**
*
3t * y
*
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Dissection-BKW Theorem

Dissection-BKW solves LPN in time 7" and memory/samples M:

k logc k
logT:(1—2/\/E>-logc-— and log M = :
log k c—1 logk
T T T T
4 " ’%{ % c-sum-naive-BKW | |
x5 +Dissection-BKW
. *
*®
3 e .
¢ *
*
&~ . *
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Dissection-BKW Theorem

Dissection-BKW solves LPN in time 7" and memory/samples M:

k logc k
logT:(1—2/\/E>-logc-— and log M = :
log k c—1 logk
T T T T
4 « c-sum-naive-BKW ||
v X
’g( +Dissection-BKW
: E
sl K, |
*
&~ * )
9| ’ * . B
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Dissection-BKW solves LPN in time 7" and memory/samples M:

logT:(1—2/\/E>-logc-— and log M =
log k
T T T T
4 'T.‘ ’%( * c-sum-naive-BKW ||
LA +Dissection-BKW
.« K
31 x,
&~ Y n,
ol uu*“A %k_“x
1 ‘\\\\\\\‘\‘*~;344k
| | | | |
0.2 0.4 0.6 0.8 1
M
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